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RouterOS 2 Hi#fE R4, ~HM4ETR MikroTik A &2 Linux Z.0FF K, % x86 PC [
HIEM, K08 PC Ay tERe Rt thds, fER R IZPHES] 73T MIPS, PPC. ARM # Tile GX
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IMbps, fF2MAE P1, P2 fl P-U =ANhieAs, MZ548E 11457072 1Gbps, 10Gbps FIJGRRHI, AT LLHIE
60 R HAS, 75 E% 5t www.mikrotik.com VK 5 7E 2k B 15 .
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SSD K3,
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AT EATLATEAE RAMICFFE, MikroTik RouterOS MOZ#/E 2 4t. RouterOS s&2: T Linux W%, 3
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A2 RouterOS F& 1 245 B B4 i35 4r, Bl RouterOS WiE =, 1 LUE I A S A F B FH 2
REBC RIS, SR TIE, SCHBHAsIs TR setk .

13. f+4 % CHR?

Cloud Hosted Router (CHR) 2T Bl EHLIF A1 RouterOS i, xf x86 ~F & [ e L HALH
77, FT 64bit CPU ¥J%2, REiz4T7E VMWare, Hyper-V, VirtualBox, KVM. %k CHR fii 4] RouterOS
BB INRESEHPR G, (EAE M 483 DR LA T PR, 9 ARASE 1IMbit (/4542 R, R AN HR I W 4%
B, HFEENSL, MikroTik % CHR B4R S E UM :

CHR 5s sl R -
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ALEURIEEF YRR M RouterOS #4iEN ;
A 24 /N EL Demo VAT BR s

KIE x86 TG MM EAR, SLI—HL.2ZH;
SR 64 FIR9BE, THRRERERE— PRI

14. At 2% CHR B 5 RE T 64bit ALEAFHZ?

&4 RouterOS #£ x86 115 R Ml 32bit M2, X iNAZABEIF1- & ZRAA KR, W R EIZOR A UK
i ZAER R R R, EIELMLT G HUR LA LIRS AR A, Pt CHR MIARCA L T 64bit #2E,
H. 32bit MIZENAFALSHF 4G AR, 1 64bit A7 SR 5 TH A2 2 WL -

15. CHR Z&GEREMTA?
A E TR

© EALENLERIFF 64 fi CPU
CHR a7 ZRFEflia ik 128 MB RAM
CHR f7fif 23] B iR 2R 128 MB

CHR T & aHEw -

2T Linux A1 OS X 1] VirtualBox 5

#F OS X i) VMWare Fusion 7 18

#HF+ 0S X ) Qemu 2.4.0.1

T Windows Server 2012 [ Hyper-V (&4 —1 Hyper-V )
#F VMware Esxi v5

16. MikroTik [¥) RouterBOARD. CCR #l CRS &= 5 24 ?

RouterBOARD. CCR (Cloud core Router) i1 CRS (Cloud Router Switch) j& MikroTik fif4 7= 5, 3T
MIPS.PPC.Tilera #1 ARM £~ G JF A& BIBE A, SR A /22T Linux WAZJT K RouterOS #4t, Bl RouterOS
AF R T REAE . wiin Cisco 1% 1 8848 152 10S, %:F Unix JF & Juniper 2T FreeBSD Jf A1) JunOS £ .
MikroTik (¥ Hi25 W H (42 RouterOS, #R/& HBE 1 AEAE RGeS, T AR A AT 22 1B {5 A A A
BAFASE, BrA RouterBOARD 2 B A Hi &5, T A IR B8 B 28 4T X0 (2 AR D6 . A PR IR Jo e 0 2 F vpr /)
BIF LM% . Ja i MikroTik XK T BGH i — N 235 T Tilera #442() Core Cloud Router (CCR #7%1) Fi1j
SREET MIPS #2211 Cloud Router Switch (CRS #%1) , CCR Tk, CRS HET A #t, 7EXHA
SR U9 2] RouterBOARD H A 44

12. 3/+4 RouterBOARD [ 1.2GHz 43R EEHIERE K e Bt R E 2GHz PC 43
559

1. RouterBOARDS ) CPU it %N H, x86 ENiEH CPU RHEZLARE, CPU MNIEE %4k
b, WAEREE RS M PO O, R LUK Switch-chip,  BRE(FAZ #0383l PCI-E &2k
AC e e KA TR 3% i DAOK I 4

2. TEUEINEThAE (Qn4fdE ] IPSec B, RB1000 £ 41 AT DLIE LA s 47 s fED

3. WA 1C A PR REA AL

17. MikroTik B2 K R & 2
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MIPS F &

MIPS — 4kc MIPS  RouterBOARD 500 (532, 512 #1511)55 RouterBOARD 100 (133. 133c. 150. 192)
Atheros — 24kc MIPS RouterBOARD 400(411/411A/411AH. 433/433AH/433UAH. 450/450G. 493/493AH)
Atheros — 24kc MIPS RouterBOARD 700(711. 711A. 750/750G. 750UP. 751 %%, SXT. Groove. OmniTik)
Atheros —74kc MIPS RouterBOARD2011 #%1

QCA — 24kc MIPS hAP %%

QCA —74kc MIPS RouterBOARD900 %71(911. 951. 912)

MTK7621 — 1004kc MIPS RB750Gr3, RB-M11, RB-M22

PPC F&

RouterBOARD1000. RouterBOARD1100. RouterBOARD800. RouterBOARD600. RouterBOARD333
RouterBOARD1100AH/AHX2, RouterBOARD1200

Tilera &

ARG HF Tile-GX - CCR1009. CCR1016. CCR1036 #1 CCR1072(Tile-GX £ 4124 [ 14t % s&im Ik 552 hids, iltn
KAVEE O AN W B R P2 . Tile-GX A 64 £ RISC 2R AL 2, Tilera Tile-GX R 678 &1t 40nm
pnld, ALPEZETHFE N 15w~48w)

FF P T CCR1016. 1036 1 1072 “F- 4 ) RouterOS & 64bit Linux, FAh#l2 32bit R4

ARM F&

RouterBOARD3011 &5 — 3 F =il ARM V& 1) IPQ-8064 Ab# 2%
RB1100X4 X Annapurna A& [#] Alpine AL21400 AbFE#%

RouterOS #3%

1. RouterOS {223 5 A A AL ?

RouterOS 3£ M=, x86 il RouterBOARD A, HAKSH:

i ISO Bilg A ZIFB6AL 5] 223 (T x86 £24) : BISH: AMD. Intel. VIA A}/ x86

R, M E IDE. SATA #5310 (A #r SAS Ml RAID ) , ISO &% /M F 30M, FrLh
N %36 F) SSD 5k FLASH st I, G B ARk T R, BN RAEMAEL 32G.

i U #2283 T X86 (FR 3.0 hitAJe)

1§ ] netinstall WM& 223682 %, F2H T RouterBOARD. CRS B CCR V&, tidH T3¢ PXE i
x86 ‘F- &,

LA b AR 2225 WA N5/ (RouterOS AT TEIF5iE) .

2. % MikroTik RouterOS I #F% KHKEA 25 5] ?

W RIA
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MikroTik RouterOS £ %i 75 % 45/ 32Mb %% [d], RouterOS il i 45 3] 120GB, B k[ A 4
WASE . BT AL 25 5 IR E 10407, HEF ¥ 8~16G f) Flash @4k SSD [FAR#, AHT4E5
15 F F i o

3. MikroTik RouterOS 2B XL AN EAL?

—% RouterOS #4t R e e 2| —AMlAE b, AR 18008 . FEf8H rhar DLy R A Al 28 47
fift, Wi F IDE.SATA 8¢ USB #h 2474, v6.39 LLJE SR NVMe SSD 9K#) . i 8 3= B4 i . H T web-proxy
ZLAFINRE. User-Manager #(#5 /7% The Dude MW 455 B 7. SMB UL =, FTP SUHHFiE%F

4. 73 PCH, Nft4 CD ZREFMEILFERL, DB REE?

K& MikroTik JF & J7 AN LA x86 “F- & 8, PC Wi S F A S AEIZ 5 5594k, CD 223 m] fext 3
SR RN TE R, R PR E O, 15 R HOEIK S A R & 2w s, IR EIA
PC fiif4F- 5 J5 2 RouterOS.

5. 7£ PC - %#¥ 55, NH4 RouterOS 5| SR LEIER BE5)?

%, AT CD 2R, [FIFEP L B x86 1 5 Fe A5 M dl, — kit A s Flash 77
R R IEH (e Flash 774 H 82235 3] IDE 8 SATA #:1, ANhe2ed:3| RAID K) , BIOS B3
1EFE IDE M, W SR IE A 2 AT RE R A A L, KB E IR A B AR

¥4, 5, HETRYL, A AMEE LIPS, RouterOS K& J&J7 A B4 AFELL x86 N &, A
PLINR S AFAE PR M, 57 A ] CHR T EIULT 61 RouterOS, KEAYZRAT, T HE
UHLIZ 4T RouterOS, /N ATHMIZE T x86 ffif4: 1) RouterOS Wik 24 il 3+ .

6. 7 RouterOS ) EAEME# L, REBWUEZE ZEHMBIERS?

AR, AN RouterOS #2552 UG KFAF AT 5N TR 70 X, Wi s F HADBAE R G e SR drn], &

R4S R AR VR I RouterOS AV Al Tk Bl S EOCIEIEH{FH IEk RouterOS

RouterOS & M&G

1. FREXBEHFOETERKSNELRMTA?

Bk, BONE K S ladmin', BN %E, RA] LS 6y 417 password ay B B D, Bl
BN Juser B INK S . Winbox F1 webfig Hi3t A\/system user 2 NMEE.

2 fafEF Winbox & 3% Router0S

Winbox /2 i T MikroTik RouterOS (& # A E, i HKEE#EEDO (GUD -
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) MikroTik WinBox Loader v2.2.18

=)

Connect To: |EIEI:EIC:42:E2:EIE:B4

J Connect |

Login: |admin

Password: | “““
Save |
[+ Keep Password
v Secure Mode ETE |
Iv¥ Load Previous Session Tools... |
Note: |MikraTik
Address | User | Mote |

00:0C:42:E2:0E:84 admin

[t | »

00:0c:42:e2:0e:7f  admin MikraTik

Winbox 3§ IP Hihib. 3544 Fl MAC Hhhik 5 & HL S i 25 . MAC-telnet ZhaE, BIEF MAC Hbhl % i 5 21
FEHAE, MAC-telnet R7ERK AR A [P Mk (1B 00 T ECE L E 1P B KIS UG oo s it el 2%, Tl Id P8 3%
WK MAC Hihik & 5177 0. MAC-telnet fUREAE A FER H R —AN it (IR AE 2% o AN BEAT % el AR AED
L% B A 0 R A 5 o 7E Winbox kN T il MAC bk 826 i 28 I Thie, JF N E THRIN T A, X
FEAEE R DU IEBR AL T 88 5, [FREAT LB MAC 2 %) RouterOS L, 47 B AL #:A4F -

VE: 7€ winbox2.2.12 J5#n 7 W ik MAC SaiE IP B REmThas, 5 F B R 94T R T 2k
JE, 2 5H MAC H4H5/) UDP 310, Bl iUE A winbox f MAC BFER, <PIFHRE T

IEILIES: F) RouterOS B4+ HTTP (TCP 80 i ) M5t~ 4k Winbox.exe Al #ifr 3, S
% www.mikrotik.com (¥ download Tl 2: N & , FHGRFIEIRITBEMF, 25 BIHAEIR Windows H,
il _F3iZ4T Winbox.exe #ft:, T,

AR AR R K D) RERR A 41

° J

R E 7~ MNDP (MikroTik Neighbor Discovery Protocol) 8¢ CDP (Cisco Discovery Protocol)
W 1] LUE D e S R [F—F W N MikroTik 1 Cisco ¥ £ . H fgid it MAC ik 8 £ MikroTik
RouterOS #4741k
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WinBox Loader v2.2.15 | = X |
Connect Tao: |DD:DE:42:53:84:53 J Connect | ‘
Lodin: MAC Address IP Address [dentity Yerzion EBoa
e 00:0C:42:13: 2408 10.200.15.1 kilraTil 24951
Password: | 00:0C:42:16:FF:6C 0.0.00 BackupWPH 24951
00:0C:42:38:30:61 10.200.100.71 bikraTik 45 RE4
00:0C:42:41:69:BF 1020015124 MikraTik 330 RE4
00:0C:42:53:84:52 10.200.100.2 office 43 RE4
Mate:
Addresz
00:0C: 42:13: 24
00:0C: 42:53: 84
r 1 F
J

VE: £ winbox2.2.12 JEHIBRARE I T MAC HihkF1 IP Hihb e B ThRs, wlARSE 4 & A 2% 3% 448 ) MAC
Mk ZE R IP Hhhk i,

Connect

d

e ) IP Huhk (BRIASG 105 80, AVERFHITEE, WIRVRB T I 1 75 2O HAR U7 1) i HEE €D
B MAC sl CUnSRES A AE R — T RO B i 4% -

Save |

RAFLANERIIR CHFESTENN, HHXNE

Hemoye

T B3 A 3 v e 2 £ 0

Tools... |

MERFA IR HIE , HERAEAMBZE, AN wbx U3 A LB T 108 wbx S
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[ WinBox Loader v!.!.lSM
Connect Tao: IDI]:I]E:42:53:E4:53 _I Connect |

Lagin: Iadmih

Paszward: I’“‘"

Save |
¥ Feep Password
v Secure Mode Remaove |

¥ Load Previous Session Tadls._.
MNote: I”'E"t—':'ﬂ:i'zE Remove All Addresses
Address | |lzer | MHate Clear Cache
RCETUR s e | oo Addesen.

Import Addresses...

e Secure Mode (‘Z4#i) . HREL{HEZ I/ winbox 1 RouterOS z [Hf#i ] TLS (Transport Layer
Security) Y
e Keep Password (fRFEZHD) « ARAFS B A MU RG4S 1 SCA SCpF

Winbox ##| &8 TCP 8291 ui 1, 75 %k 2| 4 #8 /5 7 LLE T Winbox $2#] & #:/E MikroTik % H 28 FIfd
B IHHAT 5 A H A BERERATES .

B OMR
Winbox 4 M it M E M A, 2 D EFE LR
o LHEAAETIHE Far AR I —2e T H, 1 CPU. AR A LARI ), 59700 AAS s\ T 24 50 H S A
] o
. gﬁﬁﬁzw,%ﬁ%%ﬂ%%ﬁﬂ%%i,ﬁﬁﬂ%ﬁ%ﬁ%%%@$ﬁﬁﬁﬁ%%,%wpwﬁl

BEBCAHENIN, LI 1PV =i BRI (1132 s A 2 s A e A
o TLAEXIL, SoRPrA TAERIE -
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L admin@D4:CA6T = o X
Safe Mode Date:|Feb/14/2013 Uptime:2d 00:15:23 Time:[23:23:24 CPIU: 5% Hide Fassword= [ ﬂ

A5 Guick Set
¥ Interfaces

1 Wireless

& Brides
= FPF

B Switch
12 Mesh
8 1P

x5 TP+6
42 Routing
50 System
eQueues
[ Files
Loz

A Radius
& Tools I~

Hew Terminal
= MetaROUTER

| e e

"-‘ Fartition
D Make Supout. rif
e Manmal

Bl Exit

PR BoR AR B R S, BRI

[ #]@[Router's IP 54 MAC] ( [RouterID] ) - Winbox [RouterOS iiA] on [RB 151 ([F41)

M E FIRA16EE 2 H P K S admin B0, %3 1P #ullk 10.1.101.18, BKH M54 ID /2 MikroTik, 4
B 223 RouterOS fi4</2 v5.0betal, RouterBOARD #!5 RB800, “F& & PowerPC

A T BFEE undo F redo F240, s ks F0 ik 5 1k
LT ER.
o Winbox f£HiiE7R En — ek g

o JH/N winbox A TLS %
o HI%HE Hide password.iX /M EHES A BUs s o8 (. #Fh#469, PPP secret Passwords)

#F{EH Winbox v3 R4

MikroTik % winbox IRAWEARK T H, winbox v3 it TN FIEks), B4 e 222 HThhs

Hor: 5K RouterOS v6 A FHI DI fE #3592 winbox v3 AR, JHEAE N winbox v2 A4 ThFe A2
¥, &S8O ER RouterOSs

-13- W5 RN
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Hiit winbox 3 TR A

o HEINTAINEE, WX RouterOS &S H, HOK T A MRAAIIRSEH
o FEALE R ILTHhREFAEXT IP #ihk. MAC. RouterOS figA 2k

o HeRlJEME, HA&AE (Neighbors) KILIIfE

*  Winbox ft B3 F 2R A

o HTMIEEES, RAEINEEDIGE, IR

o MDY A HUH AR Th AR

File Tools

Conmect To: [192. 163 88,1 | |¥/Keep Fassword
| [w| Secure Mode

futosave Session

DDpen In Hew Window

Login: |admin

Paszword: |

Seszion: |C \Users\}us"xﬁ;pp]]ata"il Erowse. .

Hote: |M11ct’nT1k

Group: | "il
Managed |Heighbu:-r5
~ Master Password
hddress |User |Sessi-:un Gr oup |]:|T
- | »
0 items |Em:r5-'pted |
- |

7E winbox v3 A _I TR N, ACE XA ThAER 2 Neighbors 48 & RS, 24T Neighbors
YIRSE, &HEEELAREM AT MikroTik %%, W FE:

-14- WE: R
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File Tools

| [w| Keep Paszword
| [ Secure Mode
[w| hutozave Session

DDpen In Hew Window

Connect To:

Login: |admin

Paszword: |

|
Sezsion: |C:hUsersiyus\hppData’| ¥ || Hrowse ..

Hote: MilroTik |

(Gromup: | "3'

AddfSet Commect

Ma_naged Heighbl:-rs |

Fro) 5]

|HJ5J: Address ! |IP Address Tdentity |Ver5i-:-n |B-:-ar|v
I4:CABD:FA-4E:43 192 168.T0.1 MilzaTile B. 2T CRE1Z25
D4:CABD:FA4E:43  feb0: dBea:Bdff:. .. MilzoTik B, 2T CRS1Z25

Hn T 4% Session {RAF H s Group W 7r 4HIETR, RN 1B 7> 4L B )2 R 90k A B

r -
@ WinBox v3.0rch (Addresses LE EE

File Tools

| Keep Paszword
| [ Secure Mode
[w| futosave Ses=ion

D Open In Hew Window

Seszion: C:\Users"x;ms"xﬁ;pp[lata'l?‘ Browse. .. ’ﬁﬁ{ﬁl—#aﬁ

Hote: |M11-cru:-T11':
Iéﬂw IRENE
AhddfSet Connect

Conmect Ta:

Login: |admin

Fazzword: | |

Manazed | Heighbors

|E| Set Master Fassword EEE}EEE - mlzl

|Add.re55 |U5er |Se55il:-n |Group |1
L
s oWt
_ admin oW
L admin SowILr
S root oWt
A 1% oWt

77T Tools =5, AT LA %I Check For Updates &3, AT LA Id 4 #: MikroTik IR 55 45, o & hioAS SR 0

-15- HWE: KA
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@- WinBox v3.0rch (Addresses) l = | (=] ﬁ]
File | Tools |
Cord TR I ¥ Eeep Fazzword
Export... [ v Secure Mode
F Move Sessions Folder... [ 4T RS o

Open In Hew Window

L

Check For Updates

L] - P

Hote: [MilzxoTilk

+|

Group:

hddfSet Conmect

3. RITRRE ZFHIER?

WMRRTIC T %6, DREREZN, WHEET PC 1 RouterOS W2 s %45 . W HIR &
RouterBOARD, 1] LA[A] netinstall #2785 47 R A BCE i 30 ) reset BkE 6 1% & A7 .

4. 4 MikroTik RouterOS 232, it ?

W RARAE JA 3l RouterOS 2R, Jo s 1EE AL, XA &I nl fE A& 3 55 8 shid et o £ 5%, fRmf
PLiET RouterOS CD i Netinstall J5 7% 5 7 %3 RouterOS.

5. WURK LAN B O8ER, dnfys i Bt a8 ?

PR B I A H 1 5o A A A R R B @ T console I B I Es, a2 4T N interface 3¢
Hf# ] enable & +M KA E %5 .

2 RouterBOARD 1] UL H #2if console #t17#% &, WIRKA Console B I11HN T, RAgRAL
RouterBOARD ## -

RouterOS IER M} A B

1. RouterOS IF/RA MR ?

YRAT DA SE Level3. 4. 5. 6, DUFh4EZ, AEERAAFRTFIXA] (Leveld S — M 2R R RE sk AT,
FERRAD

&%/ Thee Level 0 iXfi|Level3 |Level 4 [Level 5 [Level 6
T2k AP 24 /N Z S E s SR SR
LA & P 3 24 /N S SR SR SR
RIP, OSPF, BGP i} [24 /i SR SCHF SR SRR
EoIP BEETELH /- 24 /N 1% G PR Al G PR | G R Al
SSTP BRIELEL A P 24 /N 1% 200 G R 1 G R Al

PPTP [EIE7ELR I 24 /N 1% 200 PR PER
IPPPOE Bgiizek /i [24 /hif 1% |00 500 B )
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IL2TP Bitie ke P 24 /Nt 1% |00 R e
Hotspot I\NEFELFH T |24 /hEf 1% 200 500 G R Al
VLAN 24 /N 1% G R 1 6 B i1 G R 1)
P2P [ X353 0] 24 /N 1% G PR Al G PR G R A
hATﬂM 24 /N e PoBR G PR A G PR A
Radius % /'3 N E 5 A L5 S B2l

Queue FEFEHIHN] 24 /N JCRE PoBR G PR G PR Al
Web (L 24 /N BESS SRR BESS SRR

User Manager £ F 7 |24 /it 10 20 50 I BR ]

2. EMEAE, RET SRS ?

ARETHPE A5, WORVRA BT R B IS, RAEER A KA N 58 9. it MRLE S5 — IR K
RIS, T AR VR 15 D0 LR 3

3. MikroTik RouterOS ARG A4 2
RouterOS &&=l )G, #edm— kM ID, HTIEMTE, REGTTHE, tu L iEmR

RouterOS, %% RouterOS A ME— 148+ ID FrE—R1F v, 41~ &+ RouterOS [ system-license
SRR, AT RAREIE A 1D

Update License Kew

License %]
Software ID: |FIUJ-ECEE | 0K |
Level: |G
| Paste Kew |
Features:
| Import EKew. .. |
| Export EKew. .. |

Upgrade/Get Hew Eew. ..

4. AL IERRVF AT

W SIVFR] AT LA 3% 8 7 Mt www. mikrotik.com JEMIK S 5, 7E H QRIS T ETEIEE, Bk AR,
FEALE A 1D LT

N B P SEE AT, X A R R R A
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Mf%(rol_;k Home By Shout Johz Har dware Software Support Traiming Aoocoumt
My account

ACCOUNT INFORMATION

pece Purchase key

Balance

Edit account details

MUM registration history
Hardware orders 1 . SElect key |EVE|

VEB ORDERS License L4/P1 License L5/P10 License L6/PU

Your orders and invoices
-
ROUTEROS KEYS 5D 45,00 3D 35,00 5D 280, 00
Search and view all keys
Request key from another

arconnt

2. Select key type

Purchase a key
Make a demo key

CHR LICENCES ® License key Prepaid key | Selectamount =

RIS T T = P,

5. EMFTREHIIMR?

SRV rTAS AR AN 2, % A% ol B Hs AT . (BVFRE AT RIRE], WRTHSOHIRE R, A
FHRUT VP W] o AR SRR A A F TP PRI PR AR o

6. ERAZRBMRMAF LN, WMREFH LS MikroTik Router0S?

WRARE PC RAZilIE CD. R AL B 2% 22 35 223 RouterOS #| LARTIY RouterOS AR - ChEAE
o HAD BARCRAUE B T e, AR EE HoAh A A AR P =0k, RO TS MR IR EME B » &
ELAE FH A [E Y BIOS W B 21k R A 85 3 HAh 2 44

7. CHR Rl RHA

CHR H 4 Fiirmr:
W] ORI %
Free 1Mbit a2k
P1 1Gbit 45 USD
P10 10Ghit 95 USD
P-Unlimited Unlimited 250 USD

BT LA 4 Fhirn], i&n] PLSREL 60 K G2l HVERT, ZVrnl Re T ITE BT 3 Vel S5 %, Wik 60 K sk
W3 25 %% 5% www.mikrotik.com, 7T MikroTik K5 .

2247 CHR ML, it MikroTik A= 5 el BEFTVFAT, 42 CHR JGidk g VR rl sl VF T k28, Kok
T+2% RouterOS Hofi A . BAKELEAERTELZ% (RouterOS AT2IH§iE) v6.3.6 A BE 7 Mk

8. RAEE % MikroTik RouterOS 1 F 3| A (R4 |k 2
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£, HEALRIE RouterOS Z2 3[4k (4. CF k. U #ioi# Flash H T HAZ) R LA E
FIREE (=B MRS, (HOAZ F R AR A B A 344D, 7ERS B A AR A i) AN 75 B E g 22 3%
RGt. MARTESATEM SRS, S REIERE, MG MDA B R 2 AR 4 sk .

9. MERZ3E MikroTik RouterOS KRR ET, RNIZEALT?

WRRELTANEM R, K554 support@mikrotik.com, FFHliik BRdE i, Bl 10T 6E 7 EARKE 15
R R 4% 205 3] MikroTik A8, FBA H B ) 8, MikroTik 2 i At eyt g .

10. FRuTF ANKAEMAG?
S E (FTPARRNEML ) TSN SANFM L 64 system license import' (fR

R Seidat FTP EAREMSCHR) o fE— telnet & B RHIKING CRAIFEIERRAR) o BAEHS TLAOTENY
AL %"--BEGIN MIKROTIK SOFTWARE KEY--" and "--END MIKROTIK SOFTWARE KEY--"

SNFEMALE T winbox B webfig: 1#i F'system -> license' H 3% T [1)'Paste’ i# 'Import the key'
11, WMREGZFTRME, ARG ID BHEFZRRMAE R, FMZXEBATM?
WEHRARE AN 1D 5, HIESRERAE ID SHZ 1-2 A4, alid Rkl 425 J7 BEAE U 1% Ol
(support@mikrotik.com & sales@mikrotik.com) , B/l AARIEE, FHEALERENE GBI 2 4
FREER, ARIRMMESR) .

12, MERZERT RouterBOARD, EHEES—MNEMILE|HAR RS K RouterOS?

RouterBOARD 1% 7 RouterOS %, BN Z %2R N. RAGEF B HAL RS L.

T+ 5 MR

1. R RouterOS TR ERIE?

PR 5 A F R AS I D RE 6L (ShEetud e 4 .npk) , {lifl/system package print #4555 O 2%
FIThRERLFIZR, i F/system resource print iy 2K B RIR A2, 2EHA L% R T LEDREA.
RAUEIRAE AL SEThREAL G, RIFAE 2MB 3 4325 [A) 45 1% 288 1T

W B ANEN A P 3 BGP. OSPF 8% RIP 7% 4% routing.npk (44, 1 F] FTP 5% winbox
i) files SCfF A%, FAEsgi Gt /system reboot #ir 4 HE R %, e Hb R & BoRTER % |,

RouterBOARD FJ LLii#id console %ix, HE5EME, FiXkiEil/system package print &% routing Ui

2. RouterOS Ittt (Packages) &HA4?

RouterOS &t T S M Ihee B L2 MEHE, Thrg T U http://www.mikrotik.com/download.html
U R #k, R4t T http 730 N4k, BB G T DR HE 75 Z 222 e, X4 T RouterOS i 5 1EMf 1) 22 2% 48 FH Th g
WA BT REHE RN RFTTE -

RouterOS 25s 155 5 AN Th e A (K 4 A% -
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Theet

BETIRE

advanced-tools (mipsle,
mipsbe, ppc, x86, tile)

14 % # T E ping.netwatch.ip-scan.sms tool fil wake-on-LAN

calea (mipsle, mipsbe, ppc,

x86, tile)

Boym W Th e, f5 o i AT AR 3£ B A5 #E 0 "Communications
Assistance for Law Enforcement Act"

dhcp (mipsle, mipsbe, ppc,
x86, tile)

BN LI S AR 55 2%

gps (mipsle, mipsbe, ppc,

) XFFEEKEN RGN &
x86, tile)
hotspot (@psle, mipsbe, HotSpot # fMIE RSt
ppc, x86, tile)
. insl .
ipv6 (mipsle, mipsbe, ppc, 4% 1PV6

x86, tile)

mpls (mipsle, mipsbe, ppc,
x86, tile)

ZWilE 2 # (Multi Protocol Labels Switching)

multicast (mipsle, mipsbe,
ppc, x86, tile)

HIFD VS,
IGMP (Internet Group Managing Protocol) - {%# Proxy

ntp (mipsle, mipsbe, ppc,
x86, tile)

PR 2% of I 18 20 7 S AR 55 S

Openflow(mipsle, mipsbe,
ppc, x86, tile)

Openflow %, 47 RouterOS 3 #F Openflow v1.0.0

ppp (mipsle, mipsbe, ppc,
x86, tile)

PPP. PPTP. L2TP. PPPoE, ISDN PPP % J= by 1 it 45 #%

routerboard (mipsle,
mipsbe, ppc, x86, tile)

il 1 H# RouterBOOT [, 1X5Z#F RouterBOARD fiiff:

routing (mipsle, mipsbe,
ppc, x86, tile)

A E P RIP, BGP, OSPF i th /& 2L 411 BFD A1 i ik

security (mipsle, mipsbe,
ppc, x86, tile)

IPSEC. SSH f1 winbox = i%E4:

system (mipsle, mipsbe,
ppc, x86, tile)

AR A ThRE, WER K H . ip k. sNTP. telnet. API. queue.
firewall. web-proxy. DNS Z&4%. TFTP. IP Huli-ith . SNMP. sniffer.
e-mail T H. graphing. Bandwidth #lli{. torch. EoIP. IPIP,
#i#:. VLAN. VRRP, 7£ RouterBOARD & #f4 MetaROUTER
REALAF

ups (mipsle, mipsbe, ppc,
x86, tile)

¥ APC ups

user-manager (mipsle,
mipsbe, ppc, x86, tile)

MikroTik User Manager 2% RADIUS #4t

wireless (mipsle, mipsbe,
ppc, x86, tile)

Wireless #:132#f, 802.11abgn

isdn (x86)

¥ ISDN

lcd (x86)

Y LCD SRR

radiolan (x86)

% 4% RadioLan M-k
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synchronous (x86) ¥ #F FarSync
xen ( discontinued x86) XEN ML (7F 4.0 5 E4HUH)
kvm (x86) KVM FEHLHL

3. RouterOS HIFZ A2 FR X 5

T MikroTik B 58K KAT BT RASEAL T Bra 4411 #) BT %, W“Routeros-ALL-6.0rc6” LM H £ /MY,
BEANSCAE S NAS B O RE A HO RA R B, (H 2015 4E RRETE ELBUN T BT M8, URMEFTHamy”
BARA TR, WIEAE:

6.37rc36 (Release

6.34.6 (Bugfix only) 6.36.3 (Current) 5.26 (Legacy) candidate)
CRS, NetBox, NetMetal, PowerBox, QRT, RB9xx, hAP, mAP, RB4xx, cAP, hEX, wAP, BaseBox, DynaDish, RB2011, SXT,
AlLfE OmniTik, Groove, Metal, Sextant, RB7 xx
Main package [ oy [ [
Extra packages oy [ i [

Main package #1 Extra packetages, WIjfe ™48 LA T- 7+ RouterOS, Main package fi¢
T netinstall 1)%4%, Extra packages A zip &4 3, B EFEAR R M&MIIRey R, Al T
netinsatll 123 .

FERRA BB 7 R A T 2Rk, MRTARA R _E—1C RouterOS v5 fRALASh, v6 —Itg =/AMA AT DLik
¥, 4% Bugfix only. Current fil Release candidate, 1 | ZoR v6.34.6 N 2 Bl —ANHAK bug E1E,
v6.36.3 MY HTRATHUA, v6.37rc36 NFF R IEIEIRAS . Wl ol DUE B =R R A, re FF A%
ERRA— M2 FT T REINN B 1 AT LASE Frt, 10 bugfix 28 TA2 2k, Current /& 417 L fa
5E HIRRUAS o

& Extra packetages ThAELZFRAT N % F RouterOS fifH A1 S, DINEEAULS %, BAAES % E
7715 B www.mikrotik.com/download

* all_packages_mipsbe - XfNfiiH Atheros :t: /i ] RB400.700.900.2011 &%7%f A1 RBSXT.OmniTIK.
Groov %% H MIPS-BE

« all_packages_mipsle - % RB100 %411 RB500 %% (RB133. RB133c. RB150. RB192. RB532)
MIPS 4Kc it/

« all_packages_ppc - Xt RB300. RB600. RB80O #1 RB1000 %% (RB333. RB600. RBS0O. RB1000.
RB1100/AH/AHx2 1 RB1200) PowerPC &}

» all_packages_x86 - I[N FTfi x86 HZL[f] PC %% (AMD. Intel. VIA flH i x86 PC)

« all_packages_tile - xf N 3T tilera-gx #J%2 /) CCR1016 1 CCR1036 %74

» all_packages-smips - X% hAP %4, 1 hAP lite Il hAP ac %

* all_packages-arm — X[ ARM 5 /7 ] RB3011 % %

FoAih A5
mikrotik-x.x.iso FELBE A, FT x86 P& %%,
4. IRRFK RouterOS, RYMERELER?

—As, IrEREMSPORA TR, WRAFEET CD T4 RouterOS A, 23N &A1& B IR AF
CRERNIR, HRSORRIETT . R EREEATIIE, —SREAERAEI, thin 2.8 T
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2.9, Bl ip firewall filter BRAZHIARAL, (ERT KISHCE 22K, KRFIVRAEDIREARFIE LAE 7Btk H
3.0 A G B A ThRERR A2 ) LT A2 5), P ERH O E £ k.

5. MikroTik RouterOS Wifi] 2% 3 52 ?

JiE— LT, 4 RouterOS #HEF| B LM 5, W] LAfE/system package > 5 T #% % check for
updates, rith/E i RA BOFTCA, 7T LA T EOHK .

T Check For Updates Check For lUpdates

Hame Verzion | Current Yersion: |B. 23 | 0K |
Sfrouteros—m. .. B 28

Latest ¥ersion: |B.Z8
& advance. .. B 28 | Cheeclt For Updates
& dhep B. 238

S hotspot 6. 28 =
ipwh B. 25

Smpls B. 25

S rorp B. 25

Sirouting B. 25
S serurity 6. 25
& system B. 28
Siwireless B. 28

wireles. .. B. 28

12 1tems
|

ik, #7iEiE RouterOS ff) CD i netinstall 2234 B iR A B Z A RouterOS, #AFiE ML
B EHZNMRE TR, MRSIRREBRFEANCE, N ERAEHARE Fai s T HAS A .

JriE= ROy B BT R R A ThRE L, PR 2R # Fl/system downgrade i 4 2
HRHER{EH RouterOS MITHHLAR], &+ EAE R F- A G system-x.x.x.npk T2 %A,

BWTEETHD o G REA E VR AT I ZhRERL, "I LLEIEAE system package>f H = s & ik
Al
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[2] Gives the list of available commands [#]
command [?] Fives help on the command and list of arguments ]
[Tak] Completes the command/word. If the input is ambigous,
a gecond [Tabk] gives possibkble options

'l Move up to base level

.a Move up one lewvel
/command Tse command at the base lewvel

[admin@MikroTik] > ays

[admin@MikroTik] /avatem> package —
[admin@MikroTik] favatem package> print

Flags: X - disabled

# HAME WERSION SCHEDULED

0 3y3tem 6.0rch

1 routing 6.0rcé

2 security 6.0rcé

3 EER 6.0rcé

4 user-manager g.0rce

5 dhep 6.0rce

6 advanced-tools 6.0rcé

7 hotspot 6.0rcé

g ipva 6.0rch -
[admin@MikroTik] /avatem packager ¥

AU B C IR R 2R T R D) e B (o 4 ik 4% wireless. PPPoOE AIEILEHE PPP 454%), i £ (143
THRE R o 25 1 RE

WAERLE system package FHIThREEIERE, FHEBEX NIIRe T A, 1dfF system DRt & ah
LR,

IEFELFXT N RouterOS Thggtl s, EIE“FTP: /% IP shhk” EAEThRet, =i EI%ITJT Winbox
{11 Files H g, 86T 50K Tk 1% 5] RouterOS MR H ¢ T

=2 Bwiteh

%15 Mesh

o 2 Bl [ [[sestee =

——

— M |Fi1e Hame ! |T3-'pe Size |Creatil:-r|. |V

o e Shotspot—b. Orcli-mipsbe npk  package 5001 FAE Jan/0Z/1970

wo; System 3 & ipvh-B. Orcll-mipshe. npk package 256.1 KiB Jan/02/1970
g S ppp—f. Orcll-mipshe. npk paclagze 154.0 KiE Jan/02/1970
1Ne1les

|_=:|Files s

L

M Radius Uploading system—6.Orcll-m... (311.7 KiB of 8.5 MiE at 157.7 kb)

xTnnls 3

| Hew Terminal

=4 Me taROUTER

"-lh Partition

I__;Hal':e Supout. rif

ﬂ Manual ha | »

_ 3 items 143 ME of B4 0 ME used TT% free

Dhaetl bA& e, it System Reboot iy 4 1% 5 JE B A, FEF-ZURA:
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System

Huenes

File=

Log

Radius

Tools

Hew Terminal
Mzt 2ROUTER

Make Supout. rif

Manmal
Exit

Auto Upgrade
Certificates
Claoclk
Conzole
Drivers
Health
Hiztory
Tdentity
Licenze
Logzing

HTF Client
HTF Serwver
Packages
Password
Forts

BEeboot

RouterOS f£ 55 N, RN thAESHAT IHRE A 223, R JERIE s i as VEREAN R 28 9%+ LD 21 1 7B
FITHERIN A], U0 2RAE PC B IE L B FHERER) RB B4 7] LME B B A B 22860 FE o R S i h 4 [el

A 2Bt a8 CATHEONET I IRAS .

I % 366 T

7£ system package F1 7] LAE 4 LA —> Downgrade (4>, X ANK i IAS B 2% B RA 1) 308 750

(TR B RFERH RO K ZhRE R _E 4% 2] RouterOS 1) FTP 1 files #1) &

Package List

T Check For Updates
Hame ¥ersion
©F advanced-t. .. B.0Orel3
& dhep B. Orecl3
S hotzpot B. Oreld
& ipvh B. Orecld
& openflow B.Orel3
=] B.Oreld
Srouting B, Orel3
& serrity B Orcl3
& system B Orcl3
S uzer-manager 6.0rcl3
Siwireleczs B. Orecl3

Enable

Dizable

Euild Time
Apr/03/2013
Apr/03/2013
Apr/08/2013
AprfO0RS2013
hprf0RS2013
hprf0RS2013
hprf0RS2013
Aprf0RS2013
Aprf0RS2013
Apr/03/2013
Apr/03/2013

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

Iminsztall

25
25
25
25
25
25
25
25
25
25
25

Scheduled
10
10
10
10
10
10
10
10
10
10
10

Unzchednle

VER.: W 3.25 UL FfRA, B 8 {7 ID [£4%% 3.25 L FEEE 7 47 ID By FEsS, WS sa Bk

LR R AMK T 3.25 fRA

6. RouterOS v6 ZE&F%

RouterOS 6.x B & EAFH AL, HE/R RouterOS it B 4% J5 i IEH &2 M4 (DNS BB IE#) ,
AT LA BB 7 F#3ET12% RouterOS A<, 2477 RouterOS HIA R4 ATT KA . a5 A H bug &8

A=K
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*  Budfix only - bug fZIERA, RIS HT—/MRA RouterOS fi bug &5
«  Current - 4HIMCA, BIYETEAT IR R 2 MA
* Release candidate - fxiZJFRMRA, RIIEAERRMCA, R4,

2

W

PSRRI S RRATE R, — € B S — MR, JFETHEE 7 changelog 58, 25 A 1R 21
bug It B R IE SR A DI RESS -

NI & RouterOS #E A system -> package H 3t Fi%&#% check for updates AT 4 1, 4 R% 4R 75 B4
FIfRAS, Jf i Download&Install, RouterOS 4 [ BhiE IR MikroTik F+22 ik 55 4% .

? Cheeclt For Updates Enable Dizable Uninstall Unzchedul e Towngrade

Hame Check For U-dates
ds d-t. ..
o Chanmnel | - |
S hotspot
& ipvh In=talled Versiom: |B.33 | Downl oad |
g:;ig Latest ¥Wersion: |B.34.1 Dowrdload & Tnstall
Srouting - :
S security What’ = new in 6.34.1 [(2016-Feb-02 o
14:08):
ﬂsystem !

Sfuzer-manager | |*) interface — fixed stats that were
Siwireless—cm? | [Gx smaller:

#) traffic—monitor — fixed stats that
were Bx smaller;

#) smips — properly detect smips
boards for winbox & webfiz

What' = new in 6.34 (2016—Jan—29
10:25):

11 items
#) mipsle — architecture support
dropped (last fully supported wersiom
B. 32.x);

41 dude — The reports of my death
hawve been greatly exagzgerated;

#) dude - dude Router0S packagze added
for tile and x86 (CHR) architecture;
#) dude - package included by default
tn all THRE imaras-

RouterOS % . &

1. RouterOS kS nfrE#

Bk admin K525, 7 CLI 47447 FEEHE user £ N2 admin 20, W R &L admin 1256
SN 123456,

[admin@MikroTik] > user
[admin@MikroTik] /user> print
Flags: X - disabled

# NAME GROUP ADDRESS LAST-LOGGE
0 ;;; system default user
admin full may/02/201

[admin@MikroTik] /user> set admin password=123456
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N A2 JEiE winbox i —4~ yusong k5, Group A full, allowed-address=192.168.88.0/24 Hi H it
YFM 192.168.88.0/24 11 B & i1 ] RouterOS, Al Bk o phins.

Users |Groups S55H Keys SSH Private Eeys  Active Users
(=) (L) [e] [¥] [
[ A Gr oup Allowed Address Lazt Logged In -
io sysegp default user
& adnin ull May 022013 17T: 10
Hew Uszer
#lowed hddress: 192, 1B5.83.0/24 | =
Last Logzed In:
Confirm Paszsword: |#kscksk
: :
1 1tem
enabl ed

1. Wf{$F Console %% RouterOS & i)
B FRUER DBO [ Console Z8iE R 2%, PC 1H FHERE BN B NI 5: 9600 bits/s

(RouterBOARD #7%1H: M5 115200 bits/s), {8 HZ& umfj HAZF (407E windows H (1) 28 £ i 5
SecureCRT, UNIX/Linux [ minicom) %4225 2% .

2. nfaEEFI %M RouterOS

RouterOS #f 7 Z M7, MM E2 2805 IP. MAC &, MWD E3r256 console .
UK RIS, Sonasiiidss; M HET BB web it telnet Eifi. winbox E[ifi. SSH &ffi. API
T 1) 5 it 45

B— &N RouterOS, #J4A1LIM) RouterOS —f B ERIA IP 87, B3 & 192.168.88.1. RouterOS
GhiseEAHEE IP 7, SUrm R =08 T8 —A> winbox B, i winbox @it MAC Huhik 2 i,
HABEAS A R 1P Hihik, 4SRRI LT PC 22351 RouterOS T] DL & 7 B A Al A 2 [ B
o f#i F console 11 F 8 2% 2 i i 12 8k it
3. W@y 7 24 RouterOS?

i\ RouterOS [tz e (CLI A T) , TEGSITHMANLL N s

[admin@MikroTik] /system> reset-configuration
Dangerous! Reset anyway? [y/N]:

4. R RouterOS FEEREHE RA M EAfTAL
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XA A 2y 2 00

R EL, WL PC i LLET RouterOS Mt S zc 3w G ) & E, WLl ® A=K U
BT A 20, W EERAK S 2 admin, 25597, W15 2 RouterBOARD 1] LLiE it Netinstall
BAE e EAR B reset [ K 247, R E:

©
=
E..
£
Q
L |
.J.—J

RouterBOARD [/ & 7

M ARG I E TSV R S sh B Y, PC i@id RouterOS Yt B 3 2235 22 48, tn 2 RouterBOARD
BT Netinstall 22%%

5. &K RB750/G HFNEILZEAEN?

RB750/G TE R AR #8A B A0 424, TFHLE B 2235 S04, H P RouterOS H G (&L IESINLRM
W) SEREIE AL

6. R RB750/G R4iHE, EEF BT Netinstall 3%, (H¥ A Console 0%
LIR?

RB750/G /3% Console 11t 7] LA 223 RouterOS, W 352 7F Al H i F $TFF 312 B 4F Netinstall 4k
1, JEIL M ZRERES] RB750/G 1) etherl [, JA s[RI %235 reset 1241 A, AT PAYE Netinstall b &R
RB750/G %355 8., XIHRE R DL2edE
7. W{AF% RouterBOARD [ [E 44

RouterBOARD & AN 2 AR T W8, @ AT B AT A4, BT EOREGEER D BB, — B
F winbox #e/ERIA], @A R E, EESEWT
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[admin@MikroTik] /system routerboard> upgrade

Do you really want to upgrade firmware? [y/n]

Yy

firmware upgraded successfully, please reboot for changes to take effect!
[admin@MikroTik] /system routerboard>

8. RouterOS %0 IP Hiltj5, BEH#EMN-RMEEBEKRER—FEN, HER—ME,
B AAEE ping i@ R H48

IXAN ) U] BE A2 VR P FH 2% 1P bk (17 RS 3O W B AERf, 10 192.168.1.1/24 1] |P Huhk % & 2
P& 0 2%, Al REVRINAE W B RS B A\ 2 192.168.1.1, iX FEEE FH s A K 1P Hihk /2 192.168.1.1/32,
TXFE R n) 8 LR B A B P g M AT R ML, PRAIE I 2 AT R I R AE [R] — T B

9. WAEMKM K7 RouterOS £, JFREIEHIEIT, FIRRE7ERRH4 L ping B AMLZ,
EREN—AMZ ping 2| 55— DK EERM, RIEH BB KRN ?

KA, VR B E RS NG, URTE DR I ER A B TN, SRR A —
H RO, I SR TR EE T 4% b A BRIk ) 4% B, 75 ELLE ip firewall nat % B Masquerading
TE. BARKIERAEIE R E B EAERAE S M. T 2 Wil BR8N I 1) nat #24F

[admin@MikroTik] ip firewall nat> add chain=srcnat action=masquerade out-interface=Public
[admin@MikroTik] ip firewall nat> print

Flags: X - disabled, I - invalid, D - dynamic

chain=srcnat out-interface=Public action=masquerade

12, REeH74E DHCP F4528 1 FH ) IP #1 MAC #hiht?

T, URAT LA INER S A 213 DHCP JIR4-2511) leases SR8 R E, MR PEERE, BIFR7k St
PPPOE \UEMAD IP Huhik, [RIFE AT DLRHE K 5 46 %2 MAC Hiutt.

13. W RERERP A EF MR EIA R KBNS IP #ihk?

B NJip firewall nat J&, %08 chain=srcnat action=src-nat, & {F src-address [P M7 MBS,
i 7€ to-src-address [MAE N7 ZRE AN 1P Hihik, Wi5i%E#: action=masquerade, | to-src-address A
SReik B, AN 1P HUhEG i 2 Bhik
14. LREH PPPoE EMET, A4 ERIE R 17 IH) 3L sk 2

XA o) E e DL, 1 TEMip firewall mangle ¥s—%& change MSS RN, &/ /N FARiER: MTU 18
#] 40bytes, WIRARINZ ) PPPOE #EH: MTU & 1492, # & mangel FLan T~

/ ip firewall mangle
add chain=forward protocol=tcp tcp-flags=syn action=change-mss new-mss=1448

7f RouterOS 4.x JaIRA, Rt HENRINZER, THFILE

H 47 Fast Path?
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RouterOS 3T I & (IR 4E 7= 5K &6 73 52 #F Fast path, iZ%IhAg o EHREIRE R AEZ T Linux WAZALHE,
BEH IC b EiE kK, BRI RE . RouterOS ¥4V nsE £ 55T Fastpath FIThAEEHr, B0
AN forward i€, 4R Fastpath iSH B £ KIRHI%4E (v6.0rc10) .

RouterOS LA E

1. RouterOS fij# FMALE

IS A B R 2 A MO B B S, AR 1% 2% 7 2Ll 1 RouterOS 58 B & -

|
b *\‘mm

Http AR 55 3%
192.168.0.88

TE 1 S b AT R BIA ML, BIHN ISP 4% (1 WAN SRRFT LAN A 9«

o LAN Mg bl A: 192.168.0.0 T MRS 24-bit (255.255.255.0) o % H 2% [ Hiuhik 78 3% AN X 2%
192.168.0.254

o IEN ISP 14 WAN 4 10.0.0.0 T 24-bit (255.255.255.0) . % FH 2% [y Hihik & 78 P 2% v oy
10.0.0.217

e /M™ DNS 4 61.139.2.69, 202.98.68.96

it & RouterOS SEILPI M in) ISP P45, FRATTHIB B —IL N

B BEREE, KR interface M HERE R B IEH, 38 UMW 4R
B BCEN R R 1P Mkl

= BB BN B

S0U: FEE nat Huhki 3 )

T BlE DNS R%5 7
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B MEEORE

1t/interfaces #1124 etherl 24 etherl-wan, & X RSN &2k ether2 4 ether2-lan & AR M
j% D ’ ZZD :

|m Interfaces
EgBridge
=% PFF
== Switch
x
“Ia Mech IE”:
8 TP I Interface |Ethernet EoIP Tunmel IF Tunmel ...
wwe 4[] [][%] Fing
Swstem I3 |Hame 4 |T3-'pe L2 MTU |Tx |"l'"
e g i etherl-wan Ethernet 1526 0 bps
enes B #%ether?lan  Ethernet 1524 52 B Lbps
[Files ¢ = —= _ =
Pt Interface Sether?-lan>
|| Leg
‘ﬁR " # General |Ethernet Statns  Owerall Stats [
adlils
XTDD].E L Bemes | I:
[ Wew Terminal Type: |Ethernet | I:
= Me t sROVTEE MTU: 1500 | [
#L Fartition 12 NTU: |1524 |- [
Lo Make Supout.rif Max 12 MTU: [1524 |
€ Nannal MAC Address: |00:0C:42:56:CT:ES | [
Exit
B i . ARP: |enabled [#] [
5 iten
- Master Port: |nu:une "il [

FFEK ether2 &40 ether2-lan, #5E N M.

FE=IB: B0 IP Hubk

#£/ip address N IP bk AR R R4 01, AN A AT SN B TP Huhik 4 B
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B=: BMBRAMIR

|#8 Interfaces
EE Eridgze
=% FFF =5
== Switeh
e =| [v][x] Fing
“Ia Mech +
25 TF hocounting |Addre55 ! |Hetwurk Interface |Y
= hddresses 10,00, 21724 10.0.0.0 ebheri-wan
=g | TP+ 3 or192. 183, 0. 254/54 192 188.0.0 ether2-lan
- N IHCF Client
0 System ddress <192 185 0. =54/
QQ DHCP Relay Addres= <192 165 0. 254,
neunes
= IHCF Server Address: |192. 168.0.254/24 | 0K
Files
= IHS Hetworl: | |~ [ B
-
‘@Radius Firewall Interface: |ether2—la.n "3' Apply
%T q N Hotspot
ools .
H - - Heighbors=
ew Termin
Mo
et
'g Fartition il
Routes=
gMake Supount. rif E[
9 — SME 21
e o ] ensbled

7£/ip routes BHEINELILM L 10.0.0.1, /3 check-gateway=ping (™% ping %D fnl& .

¥ Interfaces

Eg Bridze

Routes

Hexthops EBulez ¥RF
v|x Fird] a1 ]
|D5t. fddress ! |Gatewa}' |v

=3 FFF AEF
= Switch Accounting
“I3 Mesh hddresses
255l TF OHCE Client
L%5| TP+ DHCF Relay
System I DHCE Server
e Quenes DHS
[ Files Firewall
L,J Log Hotspot
.@ Radius Heighbors
x Tools r Facking
Hew Terminal Fool
F4 Me t sROUTER Routes
# Partition SMB
QM&I‘:E Supeut. rif  oymp
&) Manual Services
!, Exit Settings
Socks
TFTF

-31- e
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Traffic Flaw

A2 1 F0.0.0.0/0
DACK J=10.0.0.0/24
DAC | =192, 165 0.0/24

Foute <0.0.0. 0,0

10.0.0.1 reachable ether
etherl-wan reachable
etherZ=lan unreachable

General | Attributes

1-wan

Dst. hddress: |0.0.0.0/0

Gateway: |10.0.0.1

||$| |reachable etherl-wan

Check Gateway: |ping

Target Scope: |1EI

Routing Marl: |

Type: |u.niu:a5t

Distance: |1

Scope: |3|:I
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#003, NAT ikt

7£/ip firewall nat H i “+7 BNy ).

|8 Interfaces
EE Eridgze
=F rPP

== Switeh
%5 Mesh

Iléjél IF I
55| TPwh I

Swystem

!Queues
[ Files

ij Log

ARF
hecounting
hddresses
THCF Client
IHCF Eelay
THCE Serwer
IHs

+

Filter BRuyles

HAT RMangle

Serwvice Ports

|§: Reset Co

* |

|.|5u:ti on |Chain

Src. Add .. |Dst

Firewall

Hotspot

£ NAT BRI, £€ chain Hi%#¢ srcnat 45 % .

TEZE$E action B ) action=masquerade #i1:

-32-

Filter BRules Mangzle

Service Ports

Conmections

Address Lists

LayerT Protocols

IEHEI m |§: Rezet Counters || 00 Rezet Al]l Counters |

W5 R

# | |p#fion [Chain  |Sre. Add . Dst. Add .. Pro...|Src. Port Dst. Fort|In ... |Out. ... Byt
General |ﬁ.-:1vsm-:ed Extra Action Statisties
[ enet | =]
Sre. hddress: | |-
Dst. hddress: | -
Frotocol: | |-
Sre. Port: | | -
Dst. Fort: | | =
Any. Fort: | | »
o Trn Tnterfara: | |-
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Hew HAT Rule

General Adwvanced ExtraStati stics

Action. |accept

accept
add dst to addressz list
add sre to address list
d=t-nat

Jump

passthrough
redirect
return

Same
=rc—nat

Tie gm ap

IINTE e -

Filter Rules HAT |Ma.ngle Serwice Ports Conmections  Address Lists LayerT Frotocols

IEHE' |§: Reset Counters || 00 BReset A1)l Counters |

[Find] [2

# | |Action Chain  |Sre. Add .. |Dst. Add .. |Pre...|Sre. Port|Dst. Pert In

0 2 mazquerade =srenat

#7T, DNSHE

1£/ip dns ] settings ¥ 2 > DNS 55 #Hitik, #2457 25 A DNS 22147 (allow remote requests) ,

JfEiEL Cache size &8k DNS 2247 K/:

== Switch

ARF

- Accounting

bddresses
=8| TP+
System | DHCP Client NS Settings
IHCF Eel
’Queues R Serwvers |E\1.13'EI.2.E\9
. DHCF Serwver
[0 Files |] — |202. 98. 96. 63
2] Leg Dynamic Serwers:
B Badins Firewall o ' Arply
%Tnnls [ Hotspot #llow Eemote Requests | Ttatic
Heighb ize:
B Hew Terminal eighbors Max UDF Packet Size: 512 |

|KiE

¥ Mot SEOUTER Gesine Cache Size: |2048

#C Partition Faol Cache Wsed: |13

Rentarc

B, EIRA L b S O R B e

10. MfABHIRK telnet H HTTP R5%H TCP 50 ?
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fRegE L fip service 3 ER 5 BAS SCHML AT RN, FE5F X LR EATEAE B & e http AT telnet
AR 55 5 ) CLIL R

/ip servcie set www port=8080
/ip service set telnet port=2323

18. W &M EL S A RouterOS i &

RouterOS mILLidid backup T 1) save i &Rk R G & 4 o — S0P, KA FTP U7 8/t winbox ] file
FNR R8O, IR AT A &y SO R AR

Save 154 2 (R A7 U AL B 3 — & b, WoR e /file BHtrh . @RISR 5 E &0 5, wlhdd
/system backup ¥ load f§ & AN E, &7 917 &0 SCAFRIBLE -

Blhn: H5 2400 EC E /A7 23 test:

[admin@MikroTik] system backup> save name=test
Saving system configuration

Configuration backup saved

[admin@MikroTik] system backup>

FE% B 2 B E R AT 1) SO
[admin@MikroTik] > file print
# NAME TYPE SIZE CREATION-TIME

0 test.backup backup 12567 aug/12/2002 21:07:50
[admin@MikroTik] >

SN& 3 test:

[admin@MikroTik] system backup> load name=test
Restore and reboot? [y/N]: y

Winbox T A B EH#AE files Sk H T, @ik backup Hl restore #:4f
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7| File List == |

= ? E Reztore

File Hame Type Size Creation Time -
[F10firewall. r=e seripth 34T B May/10/2010 14:27:54
[F55. r=e seript 16.9 KiE Jan/25/2010 18:40:17
________ EI JANE-PG2G, ey ey fi1le 204 B May 1172010 08:53:01
_______ EMih’nTilrSlEIEEDlD—ISES.bacl-:up baclmp 3836 EiB May/31/2010 13:55:23 ¢
[£ ad=1. r=e script 390 B Jan 02,1970 08:01:23
[E zames510. r=e soript 3.0 Eil May,/10/2010 23:10:13
& ipvH-5. ObetaP-mipshe. npl package 295.1 KiB May/1T/2010 162235
E17-protes. rse script 240 Kik Jan/28/2010 11:53: 32
[Fmangle. r=c seripth 1218 B Jan/0Z,/1970 03:01:23
Elum—bef-:-re—mig'atinn. tar Ltar file 15.5 EiE Jan/02/1970 050041
10 items [l selacted) 2TT.1 MB of 520, ... 46% free

2. v E b R ?

A DL B 28 3h4h, 7520 NI http I 28 MBS, I http kg5 2% IP Hikk 192.168.0.88, X H
ST OB, HE ip firewall nat B, 4% chain=dstnat, &A1M4NN IP itk 2 10.0.0.217 A&
#| dst-address, dst-port 24 tcp #4i% 80 ¥ H, @ FE

[=
Filter RBules HAT |Manzle Service Ports Comnections Address Lists LayerT Protocols
&= | T Eeset Counterz || 00 Reset All Counters all
# hotion Chain Sre. Add. .. |Dst. Add. .. Pre.. . |Sre. Fort |Dst. Fort |In. ... |Out.
0 2l mazquerade =srenat

General | pdwanced Extra Action  Statistics
Chain: ¥
Sre. hddress: v
D=t. Address: 10.0.0.217 e
Frotocol: B Ctepl E
Sre. FPort: v
D=t. Fort: a0 e
] fny. FPort: -
— In. Interface: hd
Out. Interface: v

7f action #%4% dst-nat #1F, to-address ¥ & WM http ARS8 IP Hihik, Al 80
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Hew HAT Eule

General Advanced Extra hAction |Statistics
heotion: |d5t-na+_ "3'
To hddresses: |192. 168.0. 88 | a
To Ports: |Ei|:| |A
Firewall O x|

Filter Rules HAT |Ma.ngle Serwice Ports Connections  Address Lists LayerT Frotocols

IEHE' @ |§: Rezet Counters || 00 Rezet Al]l Counters | | F "C.'l |all ";l

# | |hction Chain  Sre. Add . [Dst. Add .. Protocol|Sre. Port Dst. Part In ... Ouw
2 mazquerade srenat
1 4" d=t-nat dstnat 10.0.0.21T & (tep) a0

3. TR E B TR ?

HE Queue FINAF wEREHIFN, % simple queue, HAINEMLIP & 192.168.0.3, JHi4 )y IPO3,
W E# %y F4T (upload)1lm, T47(download)2m, LI F# & #:/ELL RouterOS v6 fli k%%

“I3 Mesh

a5 TP [~ 5

- Simple Queues § Tnterface Quenes Hueus Tree Huene Types

=8| TPt I3

T I 1nh= |§: Rezet Counters ||l]l] Rezet A11 Cm

& # | /Hame Target  Bx Max L .. |Tx Max L .. |Pack .. |
nenes

[Files

| | Log General |.|5;dva.nced Statistiecs Traffie Total

2 Radius Hame: |IFOZ |

2, N
AN Tools ’ Target: |192. 168.0.3 B

| Hew Terminal
=4 Met aROUTEE

D=t. : | |Y

Target Upload Target Download
Max Limit: |1M [=] (=0 | # | bits/s
~a— Burst

Burst Limit: unlimited | ¥ | |urlimited | ¥ |bits/s

"-I'h Partition

| 2 Make Supout. rif
ﬂ Marmal

Bl Exit

Burst Threshold: |urlimited | ¥ | |unlimited | ¥ bits/s

0 1tems

Burst Time: ||:| | |U |5

¥ Time

WG, B

Buene List E E

Simple Queues

Interface Queunes Hueue Tree GHueune Types

IE“E' @ |'§: Reset Counters || 00 Eeset All Counters | Find

# | |Hame Target Ex Max L... |Tx Max L...|Fack .. -
0 @IF03  192.188.0.3 M 2

4. T E ADSL/PPPOE R 5HLE ?
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ADSL 55 75 ###r. PPPoE-client, #t A\ ppp H N5 4)&#—1 PPPoE-client:

Safe Mode

A Quick Set

[#8 Interfaces

T Wireless

BEE S dee Interface FPFoE Servers Secrets FProfiles  Active
=3 FPP @E @ DEP Bramiy Hﬂ
=2 Switch PPP Server L2 WU T
%15 Mesh PPP Client

5= IF X PPTP Server Binding

5 System X PPTP Client

&8 Quenes SSTP Server Binding

[ |Files SSTP Client

|5| Leg LZTP Server Binding

A Radins L2TP Client

& Taols ) CVWPMN Server Binding

B Hew Terminal OVPN Client

7 Me t SROUTER PPPoE Server Binding

5 Fartition PPPoE Client

| L Make Supeut rif | =TT

PPPoE-client filZ J5EL % pppoe-outl, iE#k5H interface y etherl

Hew Interface

General |Dial Out Status Traffic

Hame: |1:upp|:ue—|:-ut1

Torch

FFFoE Scan

| Cancel
Type: |PFPoE Client | hpply
L2 MTU: | |
Max MTU: | 1450 |
Max MEU: | 1450 |
B -
Interfaces: |ether1 " ¥ | ¢

fiiy Dial-out BECE LS 33, F )4 user N yusong, %f% password &y 123456, ¥ use-peer-dns
F1 add-default-route % £ I
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Hew Interface

General Dial Out |Status Traffie

w| Uze Feer DHS
w| Add Default Route

Profile: |default *
Keepaliwe Timeout: |BO e

FFFoE Scan

Default REoute Distance: |1

#11ow
v| pap w| chap
v mzchapl | mzchap?

WMk ZEHz 5 pppoe-outl & Hzhk'S, EHEKIE pppoe-outl &R R, AREHLS RIS, TLLEN/ip
address NEF HINFRHLT ip #ikk, W< @i nEl/ip route #1, £ H Al E DNS #|/ip dns

5. W{ECE DHCP & /%

HE winbox J&, #A ip dhep-client , RNk interface A3REL DHCP & i 1, HAl S5,
LINNKE

_ -
5] DHCP Client =]
+ 3 I GO Boor o |

Interface | 2| New DHCP Client =
A etherl DHCF | Status
Interface: ¥
Hostname: N
Client ID: N

v Usze Feer DIHS
v Use Feer HIT
v Add Defanlt Route
Defanlt Ronte Distance: O

1 item dizabled stopped

6. WHTEE DHCP JiR4%-5%
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BBE—. #t Nlip dhep-server, it DHCP-setup,7E3# H: 1% HEH DHCP server interface X} M. R,
SR )5 5 next:

OHCE |Hetwor]<5 Leasez Options Option Sets  Alerts

EE .@ . DHCF Configf| DHCE Setup

DHCP Server Interface: [HTIES NN ¥ |
| Back || Fext || Cancel |

S ¥ DHCP il B, EP#{k DHCP () IP Hulib B¢, iX HfdE 192.168.88.0/24, RouterOS £ 3)
) iy b K

THCF |Hetw-:nr]<5 Leazes (Options  Option Sets Alerts

IEIIEI .@ . | DHCF Config || THCE Setup |

Eelayw

¢ |Interface Leaze Time hddress P

DHCF Address Space:

| Back || Hext || Cancel |

SB=. S next, & & gateway-for-DHCP-Network, #f2 FiiEE i) IP #ihkB, RouterOS H 35k
192.168.88.1 Ay H 7 i K

DHCE |Hetwnrk5 Leases Options  Optionm Sets  Alerts

IE”EI .@ . | DHCE Config || DHCE Setup |

Relay Lease Time fddress |

¢ |Interface

| Back || Hext || Cancel |

M onext Jg, 2L DHCP-relay WIBLE, 7ILAZBSAE, HEHET A next

-39- HWE: KA



YuS

DHCP |Hetwnrk5 Leases Options Optiom Sets  Alerts

IEHE' .@ . | IHCF Config || IHCF Setup |

# |Interface Relay Lease Time fddress

DHCF Setup

If thiz 1= remote network, enter address of THCP relayw

DHCF Relay:

| Back || Hext || Cancel |

There 1s no such IP network on selected interface

SB=. Bifrik N\ Address-to-Give-Out, 43Acss PRI ) IP Hubkvu ) , RouterOS 2 zh4 k., i
Wik 192.168.88.1

TIHCF |Hetwnr]{5 Leases Options Option Sets Alerts

IEIIE' .@ . | DHCF Config || THCE Setup |

Eelayw

¢ |Interface Leaze Time fhddress Pool

ven out by DHCF server

hddrezses to Give Out: |192. 163. 53, 2-192. 165. 53. 254 |¢

| Back || Hext || Cancel |

ST, ¥ E DNS-server (WM DNS) , wE 12.

LHCF |Hetw-:urk5 Leases Options Option Sets Alerts

IEHE' @ | IHCF Config || THCE Setup |

|Hame é |Interface |Rela},r |Lease Time |Address Fon

Select INS servers

IHZ Servers:

BBR . S next X E Lease-Time( A Mkt rIFL L a]), i 13,
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DHCF | Hetworks Leases Optiens Option Sets Alerts

IEHE' | IHCF Config

|Hame i |Inter£ace |Rela}r |Lease Time |ﬁ;duﬂre55 Fool

| DHCF Setup

DHCEF Setup

Select lease time

Lease Time:

| | Cancel |

BB 5SS BEE M

DHCP Setup

Setup haz completed succezsfully

7. TR E ARP 4% ?

BARFHLAE IP ML i@t IP Mhbbi@ih, (Hsehr BREtkbl (MAC Huhl) T EHLEI A PSR . Hubkmbr
Ppi Address resolution protocol (ARP) &3 fttffF bk 5 IP dhhk 2 (A AT . BB 2 #8— 4~ ARP %1%, i ARP
G, i IP HubEFARAT 5 () MAC il e, — B ARP $2EEZ0Z51 IP 5 MAC Husib X 50 &, HEFE ARP FIR /™4, %
FH 2B I ARP B3R (10 3R [ N AN AL EE . BATH AT s #4810 ARP idgt, BRI i a8 RO ## A 10 ARP il v . ix
At AT LA S HH B LA P P 8 E A8 4 TP btk 552 @ i ARP 975 55 5 M # Hh 2 R 2% TR dni@id R s E -

1. 78 WinBox Hifsin—/ M FEHLEI ARP iE3%.

B
Interfaces ARP List Bi il
e = [

Briclge |IP Address i |MAC Address |Irrterfac:e |
FPP ] 192 165.0.2 00:0C:42:02:04:08 ether1
IP [ Addresses
Ports Routes Hew ARP Entry Ed
Queues Foal IP Addresz | [TRITKIRI
Drivers
MAC Address: I:21:DD:SE:DD:12

System I wRRP
Files R— Interface: Iether2 'l Apply
Log Socks
ZhMhP
Users Traffic Flow

_
Radius Accounting
Toolz I\ Services
Plewy Terminal Packing dizablad

A A
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[admin@RB450] ip arp> add address=10.10.10.10 interface=ether2
mac-address=00:21:00:56:00:12

[FVRE R FATTRT LAAE S -
T A I ARP ACRIBBUNERS 1

2. % & ether2 interface X [0 ARP [iERK:

s

—
Interface List E
e FEEIEEE
BiliEE |Name ! |Type |MTLI |Tx Rate |Rx Rate |T>< Pac... |Rx Pac... |
R #}pethert Ethernet 1500 55 kbps  S.5kbps
P R 4iether? Ethernet 1500 0 bps 475 bps ] 1
b4 +-#wvlan Wireless (Atheros ARS21Z) 1500
Ports b 4-#vlanz Wireless [(Atheros ARS212) 1500 0 bps 0 bps ] ]

GQueles
Drivers

System

Interface <ether2>

Files General |E1hernei | Status | Tratfic | b

Lo
o |

ShRP
Uzers Type: |Ethernet Al
Radius MTL: [1500 Disable
el MAC Address: |0D.0C:42.03:36:1F Comment
Mewy Terminal

ARP: [reply-only e
Telnet I J
Pazsward
Certificate

dizabled FLNNIG lirk ok

kake Sommnd rif

R ERAEIT

E[admin@RBZlSO] > interface ethernet set ether2 arp=reply-only

19. RouterOS Ko H 5B ILL?

WS 2% B S FRR ML . H AR L HhEF2 . o SR EE AN 585, RouterOS i LI 471 #3547 G045 Nth
M PCC (3.24 J53H) , KZ %Mk 27 ip firewall mangle Fric 58, £ K Prerouting 5% %44,
17, @ AR A H AR bk S %t ] LLEE ip route Bi# ip route rules HL5ERL. BARTLIZ% (RouterOS
VNRE) D]

8. nfe] {5 I SRBE B H -
FeA T3 SV 1) X T Fe i 1, U T X D PR s 1A TCP 80 g I, FRATTHE N ip firewall mangle H 8 ric, M

FrRic rh R EU HARIC, 4N “web”, RN EATTERTIH PEEAMC L T passthrough (& &, 7EiX Bk
AHEEZRE.
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] Firewall

Filter Rules HAT Mangle

Serwice Farts

Connections Address Lists

LayerT Frotocols

@ = ¥| 5| New Mangle Rule

= Actil' General Advanced
;i =small

] #m Chain:

oo big

1 #n Sre. Address:

Dst. Address:

Protocol:

Sre. FPort:

Dst. Fort:

Any. Fort:

P2

| New Mangle Rule

Extra Action

prerouting Aotion:

Hew Fouting Marlk:

B (tcpl

G

mark routing

web

General Advanced Extra HActlon | Statisties

iFassthrough

SRIGEATHENfip route, B B 8 i3 ATLEFRIC LAY 80 i LT pppoe-outl Hi %

5] Route List

RBeutes |Hexthops Eules VEF
g = W %O T
D=t. Address Gateway Distance |Routing Mark
A% FO0.0.0.0/0 prpoe—out] reachable 1 weh
7 | Route <0.0.0.0/0= >
General |Attributes IE
D=t. Address: m IE
Gateway. [pppoe—outl * reachable - IE
Cheeclt Gateway: bt Dizable
Type: |[unicast ¥ Comment
Distance: (1 - IE
Scope: |30 IE
Target Scope: |10
Routing Mark: (web ¥ | -
Fref. Source: b

TEIXE, WSRAE ip route rule AT FLAR I SEMS HUIU B, FRATT AR 4F 2 7E/ip route rule BLFF € 3L 80 ¥ I (1 HK

-
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B | Route List
Routes Hexthops Bules |VRF

= v O T
#||Src. Address  |J|Routing ... |Int... Action |Table

n web lookup web

# | Policy Routing Rule <web= @
Sreo. Address: | -
Dst. hddress: 7
Bouting Mark: |web ¥ | i
Interface:
Action: |lookup ¥

Table: |wehb *

A |dizabled

7E ip route rules 5 X ] web FRic7E web B R LA IREH .
9. nficE WMLk Ab 3 ?

FEZ LR TE DL, JATTAT LB & a0 2k, BB H W 5, HAbZRst AT &4y, BDEC EBOARIR
MEp I, FA1EEE X distance (BHEER) W2 AMMKHEAT &6, R4 distance kAW 1 A&RALE,
2 Hk, MRUCEHE.

WA ZRIARL distance & N 1, ¥ E check-gateway=ping, it ping Wil R4

=

7 | Route <0.0.0.0/0=

General |Attributes

lestination: m

Gateway: |10.200.15.1 =
Gateway Interface: —
Interface: |wanl
Checlkk Gateway. ping ¥ | -
Type. |unicast *
Distance: |1 -
Seope: |30
Target Scope: (10
Routing Marlk: b
Fref. Source: b
dizabled active stati

Z4 ML distance W E N 2, I E check-gateway=ping, it ping Wil SR A
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5| Route <0.0.0.0/0=

General |jttributes

Destination: |0.0.0.0/0

Grateway: [10.200.100.2 -
Fateway Interface; -
Interface: |wan?
Checlt Gateway: ping ¥ | .
Type: |unicast ¥
Distance: |2 -
Secaope: |30
Target Scope: (10
REouting Marl: b
Pref. Source: hd
dizabled =tati
e B 56 B 10 % F bR 0 R 1
& | Route List ==
Routes | Rules
g = ¥ ¥ O T all ¥
Destination Gateway ratewa. .. |Interface Diztance |Routing Mark [Fref. 5... | *
o Bk :
A PI:I,I:I__I_:I,EIHI:I 10, 200. 15. 1 wanl 1
o mAEhARE
s P0.0.0.0/0 10,200, 100, 2 wans 2
Do DAENMAERICRE L
&2 00000 10.200.15.1 wanl 1 1st_route
o ETFETRILEEEL
AS  F0.0.0.0/0 10,200, 100, 2 Wane 1 Znd_route
DAC = 10.200.15. ... wanl 0 10, 200, 15, 99
DAC 10,200, 100. .. wans 0 10,200, 10. ..
DAC 192,188, 10. .. lan 0 192 188.1. ..

23. firewall filter E{THE# input. foreword fl ouput )it N ?
N =4 FSE W ELF T chains, Al 12 A4k AE M 5 1 -

o input - T ACERGE K AR AR, RIECHE I B A IP Hihib2 BA RS d a8 — M2 O IP #ibik, &5t
% B 2% 2 s i A2 7E input-chains 40 #E,
o forward - AT AbBEE I B A8 AR
o output - fTACEEE T A I — AN O 2 R R
AT EAR I X R

IP Hdli kit N input BERAEEE TARRAE, Bz iR 4 oAb BE B«
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Forward

HEEH O

In-interface QOut-interface

IP HfE sk b\ output 8RR AV, BIRE AR AL BEEE A

Forward

U

HrdE e A RO

In-interface Out-interface

IP HfEit \ forward BER AR, B MRR LT i AL B AR 1F

Forward

i 38

AAEEEN FEH O

In-interface Out-interface

HAbEE— 2% chain (BdlagE) , HEEZ A chain ZIZR AT A BT R HRAT Ao 0 SR — > Hodhs i /2 SR 1) 2%
F, XIS PAT IZIRAE .

16. a3 F By KB I 4 s s 1 2

In—2% firewall BN, KB i i 2% 2 H bath 3N TCP, b 124 445 F1 135 FI5s 6 % 744

/ip firewall filter add chain=forward dst-port=135 protocol=tcp action=drop
/ip firewall filter add chain=forward dst-port=445 protocol=tcp action=drop
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e id Telnet Ui 17 % 85 (P TCP, i1 23):

/ip firewall filter add chain=input protocol=tcp dst-port=23 action=drop

15. nfyZkik 192.168.0.11 ) IP bk EM?
HEN ip firewall filter /7, %4 chain=forward 53, ¥ &JFHithhEA 192.168.0.11, action=drop

[admin@cdnat] > ip firewall filter
[admin@cdnat] /ip firewall filter> add chain=forward src-address=192.168.0.11 action=drop

17. RS HEF KBS E, HH2HA RouterOS L?
B 54T I RouterOS & izl & (CLI 447 #E Aip firewall filter, % A\ fiv4 export file="3 444"

[admin@cdnat] > ip firewall filter
[admin@cdnat] /ip firewall filter> export file=firewall

TG, FTLE files k3, SREH L2155 — & RouterOS |, Jfifiid/import file="3C 4" &
A

16. mff#f L7 A
7 EGE e A4 /ip firewall & Layer7 Protocols #1, X BLIRATA LA F-5h44% Regexp #isx, Ak

ETUE R ENRER, BEE sniffer JIUE T /A oW 48 F2 7 p s i, 1 i i B & 2 i — AN 3 i)
qq2009 it JEHEAE:

B Firewall 3¢

Filter RBules HAT Mangle Service Ports Connections Address Lists LawerT Frotocels
4 Al | T
Hame Regexp -

I =

| Mew Firewall L7 Protocol

il

Hame: |FCEulif)

1]

Begexp:
T a0z +ha03% "

Cancel
Apply
Comment

Copy

Remove

0 1tems
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7 J20 G Regexp RIS g 5 AH BN AR Fy (R JE Y, Regexp W] LU W EAEZRAH R B 1. #EIX L3R
Mogf it 17— LW AREFN 7 2R

JHIEAE http://www.mikrotik.com.cn 1 “#fF F#” B 43 MikroTik RouterOS 3.0 7 E Wi JE A .
SRIGEATAT LB FTP A& ek 3 H 4 E] Files XHEHES .

5 File List (]
= T % E Baclmp Bestore

File Hame Type Size Creation Time -
El[l'ilfirewall.rsc soript 14.4 KiB Jan/02/1970 00:03:35
Ell'i’—prntns.rsc script 4.0 KiB Jan/03,1970 19:40:48
Elq r=se script 11.9 KiB Jan/02/1970 00:03:55

3 items (1 zelected) 30.2 ME of 61.4 MB ... |S0% fres

ZJEBRAHE A A 47 (Terminal) N 7 E A .
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Al import 17-protos.rsc fir 4k S A4

5| Terminal @

s

MMM MMM KEE TTTTTITITIT KEE
MMM MMM KEE TTTITTITITIT KKK
MMM MMMM MMM III EEE EEE REERER QO0000 TTT III EEK
MM MM MMM III EEEEE EEE EREER 000 000 I1T ITI EKEEEE
MMM MMM III KEK EEE  EREREER 000 000 I1T III EEK K
MMM MMM III EKEEE EEE EER ERER OO0000 I1T III EEK
MikroTlik Router{S 4.5 (c) 19939-2010 http: /fwww.mikrotik.com/

JanS02/51970 04:21:38 system,error,critical login failure for user cdnat
0.200.100.2 wia telnet

JanS0271970 04:22:23 system,error,critical login fajilure for user cdnat
0.200.100.2 wvia telnet

gdmin@MikroTik] > import 1

17-protos.rac f[ile-name

admin@MikroTik] » import l7-protos.rac

Opening script file 17-protos.rsc

m

Script file loaded succesafully

M 244278 Script file loaded and executed successfully, ¥t A KIS .

SNHAE, FATTLALE Layer7 Protocols H& %

o

% | Firewall
Filter Fules HAT Mangle Serwice Ports Connections #ddress Lists LayerT Protocols

4 = | T

Hame Regexp

@ 100k ae . |

@ aim [ q]#Ld 7777 ) |flapon|tec_signon. #0x
@ aimweb. .. user—agent:@aim/

@ applej... Tajprot

@ ares “LIZ]. 7.7 |%

@ armage... YCLC_E|CYEL
@ battle. .. 44 |7He-

@battle... "4 .. .74 777777l - IN[0] 1. Fbattlefi. ..
@ bep * 7 [H]
@ biff “[a—z][a-z0-9]+@[1-9] [0-9]+%
@bittor... " (Mbittorrent protocel |azver $|zet fscrapeh?info_hash=). ..
@ childea "CTPw1. [123] Kamusta. *§
@ eimd ~[0-41[0-3]: [0-9]+. *lf
@ cizcovpn 0 7
@ citrix [
@ counte. .. CkestrikeCounter—Strike
106 1tems

SNJE, EATEk AT LA ip firewall Hrifiid Layer7 Protocols S0, FEMHAH R AL, R 2 —ANE

Bjj -k 1%4% Filter Rules BT A L7 A

FEIX BRATIE S B 8 b QQ A, fEIX BERAIAE L FTA P 0k Sk QQ. FATHEN ip firewall filter ¥ in—
ZHMMEFE chain=forward, # A\ Advanced # (/] Layer7 Protocols i£ Tk qq, #RJ51E Action Hi%E A

drop £3.
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5| Mew Firewall Rule

reneral ja'l'i“"’a-‘ﬂ"-'E'i|Ex’r.ra Action Statistics

Sre. Address List: | |v

Dst. Address List: | B

Layer Frotocet: (] IR | ~

RN AR E 5B QQ, FTLAi$ action=drop #%ids

5| New Firewall Rule

General  Advanced  Extra -ﬁl':ti':'n|5tatistics

hetion: TS —+ |

11. WEEE PPTP fI L2TP R&%

it B AL T RouteroS v6.32 J5, B4R E—F PPTP Ml L2TP [y r, [REFEZ7E PPP [ H S F, interface
SR, E$ PPTP-Server #1 L2TP-Server 38 FI R % -

Interface |PPP|:-E Servers GSecrets Profilez Active Conmections

IE”E' FFF Scanmer | ZSTF Serwver
Bz

|Ha.me ! |T5-'pe

PPTF Server L2TF Serwver OVEN Se

Enabled LETF Serwer

Max MTU: | 1450 E Enabled 0K
L

Max MTU: 1450

|
Cancel

MEEU: [1600 |- Max MR 1450 |
PPLi¥

Keepaliwe Timeout: - MEE: | | hd
Default Profile: |default-| %] Keepalive Timeout: |30 |-
— huthentication —— — Default Frofile: |default-encr}'ptinn " 3|
pap chap — Authentication
| mzchapl mschap? pap chap .
T mzchapl m=chap? -
0 items

Uze IF=sac
IP=ac Secret: |*** |

16 L2TP RS 25lic & T £ 1 Use IPsec i3, iX/E&7E RouterOS 6.16 5N IPsec #£3, J51# windows
& ;i )R, Default-Profile 28%1i% £ default-encryption, Autentication iAiiF 7 2t 7] L $ A [ 77 2.

KIEIRATRE AL, FATESL T —NEHLH VPN RS, [ S PPTP A1 L2TP 7730, 7rRlizfs IP
192.168.89.2-192.168.89.254 [yshitits, M 192.168.89.1 fi7y VPN FEIE A 1P,
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HEIRHEN ip pool FHd & bk

[=]|E3

Fools | Uszed Addrezses

*[=] |7] [Find]

|Hame ! |J5lddre55e5 Hext Fool ”Y
TPeth 192, 165, 20, 10-192. 165, 20, 100 none
Paffice 192, 168. 70, 10-192. 185, TO. 100 none
oF aut 192 168 10, 10-192. 185, 10. 100 none
SP+pn 192 168. 89 2-192 163 89 254 none
Hext Fool: |n-:une " ¥ | L Apply

4 i1tems (1 selected)

Bt & ff i bk 5 , 7E PPP Profiles i # I BRiA ) default-encryption 41300, fic & A<t IP #1h 192.168.89.1,
£ e remote-address FELE 2 BN S ikt VPN, #% & DNS 4 119.6.6.6, HAh Al BS540+

Interface FFFoE Serwerz Secretz Irofiles |J5u:ti1:re Connectlons

*/=] gl [v]

J%ne ! |Lu:u:al Addrezz |Remote Address|Bridge Rate L. .. (Onds
defanlt def:
€ default-. .. 192 168 89.1 wpn def:
FFF Profile <default-encryption’
General |Protocelz Limits Hueue |
Hame: |default—encr}'ptil:-n | |
Local Address: s |
Femote Address: ” * | e |
Eemote IFwf Frefix Fool: | |" |
DHCEw6 PO Fool: | - |
Bridge: | |v
2 e Eridge Fort Friority: | |"
Bridge Path Cost: | |v
Incoming Filter: | |v
Outgoing Filter: | |"
Address List: | | &
NS Server: 119.6.6.6 | &
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7E limits &0, EEMNA Idle-timeout (FREEREIED 4 10 4%k, Rate-limit (i) A 1M _LATH
2M F4T, FE Only-one (K570 —1E) .

FFF Frofile “defaunlt-encryptions

General Frotocels Limits | Queue 0K

Session Timeout: 7 Cancel
Idle Timeout: |O0:10:00 - Apply
Rate Limit (rzftzl: |1m/Zm - Comment

Only One Cory
(" defanlt © no & yes Bemove

7£ PPP secret F1ECE )/, K5 yus, %15 yus, service ZHUH T1E#% VPN 285!, X HZE HBIA any X
FESCFF L2TP A1 PPTP % & 420, profile & default-encryption,

Interface FFFoE Servers oSecrets | Profiles  hetive Conmections

o || = o | M 1 ? FFF Authentication & Accounting

Hame Password Serwice |Caller ID Frofile Local Address
ﬂvpn 1233 any defanlt
ﬂ}’us s any defaunlt. ..

FPF Secret <yusr

Pazsword: |yus -

Service. |any ¥
Caller ID: b
Profile: |default-encryption | #

Local Address: b

A Remote Address: hd
2 iteme M1 2l Doyl TDLE DIl -

BB ARG, RAMER LLUE PPTP B L2TP i%#: RouterOS () VPN k%, 1 windows K] L PPTP
(1977 A B % RouterOS 1 VPN k%, B+ windows E xRk L2TP #t47 IPsec [Nz iy =0, FrbLE BT
L2TP i & IPsec %4H, WA Efii A IPsec [ L2TP #%H:, n & windows JE % .
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LETF Serwer

Ensbled
Max WTU: 1450 | -
-Ca.n.cel

Max MEV: 1450 |

MEEU: | -

Keepaliwve Timeout: |3|:I |A

Default Frofile: |default—encr5-'ptinn "3|

— Muathentication
pap chap
mschapl mschap?

Uze IFszec

Windows B &4 VPN @1, 38 “ 247, VPN 2885%E £ “ i F IPsec M5 2 2% E MY (L2TP/IPsec) 7,
mii “EmgkE” , WE AT ERSEEE NS IRIE”

£

"3 TRveN s EE

BN Am | EE (Mg | #E

VPR #EHIT):

| #EF IPsec U 2 ERHEHIY L2TF IFSec) -
| =EEE ) |

FHrIEtn== (0

q =ame ;—é

L=TF

@ = B{RIGIE (F)
W) (123

|| O BERR TR ©)
LERRS SEPRY BT 3 CRET B

12. 6 PPPoOE Server

BT Winbox fic & PPPOE k4528, X HFEATE Jei@iT#E N PPP H 3 N PPPOE Server, It & Service Name
A MikroTik, 1T PPPOE JIkR%5 2544, 4 PPPOE JiR%45 14 ether2 M I, HAhSE K R:
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Interface FFPoE Servers |Secrets Profiles Actiwe Conmections

#|=] [v][%] 7]

Servie... s |Interface  Max MIU |Max MEU MEEU  |Default ... Authentics
Gservicel etherZ—lan 1480 1480 defanlt pap chap

FFFoE Serwice <serwicell

Interface: |ether2—la.n " *

| | Cancel |
Max MTU: 1480 | hpply
Max MEI: 1480 |
MERL: | v
Eeepalive Timeout: | |v
Default Profile: |default (=]

One Session Per Host

Max Sessions: | |T I

1 item [1 selected

— Authentication L

pap chap
mzchapl mschap?
|enabled

X ERATERE R 2 default-encryption 1 profile ¥, Frfa A5 ZdEN profiles HEc B 1Z N 24,
loacl-address A H 25/ 5% IP, remote-address & e FE % f i IP ik o ix B 30411 & local-address
4 192.168.10.1, remote-address #IILE ip pool FH¥E UL pppoe, SRJGACE DNS &%, Hith
Fic e -
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FFF

Interface | FFFoE Serwvers | Secrets Frofiles |Active Conmections |

[+][=]
Hame ! |Lu:n:al #ddrezz Remote Address |Eridge |Rate L .. |Only One |

* i defanlt-. .. default

PPF Profile <default-encryption’

General |Protocols | Limits |
Hame: |defa‘ult—encr}'pti-:-n | Bemasl
Local Addres=s:
Remote Address
Bridge: | |~
Incoming Filter: | |v
Outgoing Filter: | |" |
2 items [l selected)
Address List: | |- s
INS Server: |B1.139.2.53 | &
WIS Serwver: | |¢
— Change TCF M3Z
% defanlt  no O wes

£ 5.0 JaHghn 7 IPV6 HISCHF, X HLIRATAT LLIZ R M IPV6 HISHF:
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Active Commections

Interface PFFoE Servers Secrets [rofiles

*/=| =l [7]

|H=ame ! |L-:-r_'al Addrezz Remote Address |Bridge Rate L. .. |Only One |
* @ defanlt defanlt
* @ defanlt-. .. defanlt

FFF Profile <default-encryptions

General Frotocols |Limits
Ry
" defanlt & ru:- " wes (O regquired
e 1S
% default  no & wes O required -
— Use Compression
% defanlt T no O yes
— Use ¥J Compression
% defanlt T no O yes

— Use Eneryption
" default  no % wes O required

? i1tems (1 selected)

NHECE Limits 23, Idle-timeout B &4 20 704, BIH 2 AE 20 08 A AR TR R E a1z
A A AT E 512k 147, 1M T4T, only-one 24 R 1% profile FHIKS R auir—ANF - 8 i
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Interface PPFoE Serwers Secrets Frofiles |jetive Connections

[+ =] o] [¥]

|Hame ! |Lu:-cal Ahddre=zs |Remote ﬁ;ddress|]3ridge Bate L... |Orly One |
# @@ default default
¥ @ default-. . defanult

FFF Frofile “default-encryptions

General FProtocols Limits

Seszion Timeout: [ | b Cancel

Tdle Timesut: |00:20:00 | Apply

Rate Limit (rxftx): |5121-;.-‘1m |A Comment
— Only One

2 1tems

IXFEF R L S R, AR T AR AT LA N A LR 2 profile . B FORECEFANHEE, #EA
ppp secrets ¥ F kS :
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Interface FPFFoE Serwvers oSecrets |Pru:ufiles Active Conmections

IEHE' Iz' | FFF Authentication & Accounting |

|Hame ! |Pa55wnrd |Servi-:e |Caller ID |Pru:-file |Lu:u:91 Address |Remu:ute L]
@123 123 dato

& s s PPP Secret <yusr

Hame: | 0K
Password: |3-'1.15 |A Cancel
Serwvice: |ppp-:ne "$| Apply

Caller ID: | -
Profile: |defa‘ult—encr}'pti-:-n " * |
Local Address: | | 4 Copy
Bemote Address: | | ' Remave

Bemote IPwE Prefix: | |v

2 1tems (1 selected)

Foutes: | | b =

Limit Bwtes Imn: | |"
Limit Bytes Out: | |v
|enabled

iXH Name NH K544, Password N/ %5, Profile $#RI4 ¥ B 1) default-encryption, HiEE
SR AT DU A e AR R ) profile BN . BLE 5EH P RIMK S %S S5, PPPOE 45 #tml LS 3.

13. A E Hotspot AiF

— AR AR R R 28 S HR -

WAN [I5%F R4 IP 24 10.200.15.119/24, 3%y 10.200.15.1
LAN EIx R IP J9 192.168.10.1/24
DNS: 61.139.2.69

FERRME X L SR F7 B AR B B 47 TP Mk, PIOCAHT DNS, I4TJHF DNS 284755 .

# N ip address EC & IP ik

Addre=zz List

#|[=] (][] [a] [¥]

|Addre55 ! |Hetw-:-rl': Interface |V
ori0. 200,15, 119724 10, 200, 15.0 etherl-wan
or192 183,10, 1/24 192 1A2.10.0  ether?-lan

HEN ip route [it & K&
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FRoute List

Routes |Hexthops FRulez VEF

=] lv]% EmE
|]:|5t. fddress ! |Gatewa}' |I|i5t=a.nce |R-:-uting HEIV

45 [0.0.0.0/0

10.200. 15,1 reachable etherl-wan

DAC = 10.200. 15.0/24

etherl-wan reachable

IAC =192, 1658, 10. 074 ether?-lan reachable

0
0

HEN ip firewall nat & B 1F NAT 4.

[
Filter Fules HAT |Ma.ng1e Service Ports Conmections Address Lists LayerT Frotocols
IEHE' Iz' |DD Fezet Counters | 00 Reset All Countersz | F | |all "
# | |15n:ti-:-n |Chain |Src. Add. .. |D5t. Add. .. |Pr-:-. .. |Src. Fort |]:|5t. Fort |In. - ||:|1.1.t. S |B}'te5 |Ps
0 Z[m... s=srenat &0 E

HAT Bule <>

General Adwvanced Extra J5t"—'+-1.-'3'1'l|St=ati5+.in:5

masquerade

fetion:

BEN ip dns L& DNS 2217, DNS )5 H 9475 T Hotspot dEH B 2L, #ilk DNS H ¥ 2 HH P VGIEBkF 5L
p e AT

E]
Static |Cache
[#][=]
# | |Hame Address TTL (=) | v

DHS Settings

Servers: B1.139 2 AQ | &
[w| 5170w Femote Requests) Cancel
Max UDF Packet Size: 512 |
Cache Size: 2043 | KiE
Cache Used: |B |

WAAERMREASH O LN E 52, MERN T ER E 1 Hotspot 2%, it & Hotspot ZH I FE A FE 2

1. sEH#EN ip hotspot user profile & & FH /45 ZH AR

2. #RJG1E ip hotspot user ZInH (k5

3. #EA ip hotspot server profile Bt B Ik 45 #3310

4. f£ ip pool /3 HL IP #uht B, #R4EFE %5 ) DHCP k%%
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5 £ ip hotspot server ¥4 /A A hotspot %

BLEFRATHEN ip hotspot, HTcH ip hotspot use profile

Users User Profiles

Active Hosts IP Bindings Serwice Portz Walled Garden Walled Gar.

IEHE' Hotspot User Profile <defaultl

|Hame IlSe: General | pdvertize Scripts E
# i@ default

Hame: Cancel

Address Fool:

Apply

Sezzion Timeout: | |7 Copy

Idle Timeout: |00:30:00 2P Remave

qding

Eeepalive Timeout: | |v

Status Antorefresh: |I:I|:I:|:Il:I:IEI |

Shared Users: |1 | i

Rate Limit (rzftx): |1mf2m | -

1 item (1 selactaed)] fisess Lsis | "; | -
_— Im:-:-ming FiltEr: | || i | F
Outgoing Filter: | " ¥ | -

Incoming Facltet Mark: | " * | .

Outzoing Paclet Mark: | " ¥ | 'y

Open Status Fage: |alwa3-'5 " ¥

[ ] Transparent Prexy

|default

1E user profile BT — AL E 41 F IS5

Idle-Timeout: F " #E— & i 8] Y BCA AR iR & Ok S B g s, X BRATEE 30 4

Keepalive-Timeout: #H# 3:3hilid ICMP R EHR BAEL, W RAE— R TR R B 3 ER TR G H P yUT
JE B K, AR TOVERRINED

Shared-users: KSHGZRHP 24, BRilA 1, BMX—MRH A EHZKS .

Rate-Limit: ZrECEEAIK S 9E, #aA" BAT / F477, S48 bit, HAEMEAH#A, ®EHN 1m/2m
Transparent-proxy: ZHAREINEEEGITE, WHRMRIEH T /ip proxy i& A, 7] DR Z A H - 258 proxy,
REfE web ZA7E I ThAE

HAh 240 5% H Ak Hotspot Fift.

Address pool iX4~ & DHCP [tttk i, 45 P4 1P, FRATATLALE ip pool FRorAiHibk B, HAREAE1E %
RouterOS [fJ DHCP #1f.

£ user FCE M Bk S ANERS, LR profile K, IXHLERIA server MiS54%9 all:
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Server Profiles Users

User Frofiles Actiwe Hostz IF Bindings Serwice Forts  Wall

X
General |Limits Statistics | 0K |
Server: RN ¥ | | Cancel |
Hame: |3-'1.15|:-ng | | Appl |
pPpLY
Fazzword: |3-'1.15 |
| Dizable |
hddress: | |"
| Comment |
MAC Address: | -
| Copy |
Frofile: | defanlt Ik
| Eemove |
Routes: | |'
Email: | |v | Bezet A1l Counters |
0 1tems
enabled E—
i —

Name: H "4y yusong
Password: #1424 yus
Profile: AN, XEIEFERATHTRER default FLI

7E Hotspot FATAT LG A H User (5 TE) AR s A PR &, FRATTAT LAk user T 1Y limits BEATRE, 5] a0 3k PR 1]
yusong Ik 5 HEEAEH 48 /Nt

Server Profiles Users

User Frofiles Actiwe Hosts IF Bindings Service Ports

aall General Limits |Stati5tic5 | 0K | B
Limit Uptime: |45f00:00 | & | Cancel |
Mo Byt Thre - | e |
Limit Bytes Cut: | v
BB e e | Dizable |
Limit Betes Total: -
| Comment |
o
| Remowe |
| Rezet A1l Counters |
1 item (1 sele
|enab1e-:1 —
| =

Ko & 5¢ F P HU S, #3E ip hotspot server profile, [t & R 25 2% 25 $0 000 .
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Servers oerver Profiles

*[=] 7]

User=s User Profiles hAetiwe Hostz IF Bindings Serwice FPorts

|Hame i |]:'HS Hotspot Serwer Frofile <default>
* Edefa‘ult
General |Login  RADNTUS
Hame: | Cancel
Hot=pot Address: | Apply
DHS Hame:

HIML Directory: |h-:-t5p-:-t "3 |

Rate Limit (rxftx): | |v

HITE Proxy: | |v’

HTTF Proxwy Port: ||:| |

SNTP Serwver: | |v

1 item (1 selected)

default

REA A SHIRANTH Z B

* Hotspot address: \iERS 2510 IP bk, Wi I/R A —/ hotspot iNiEH: M, XANSEA]T LLERIAAN
B, HA40 240/ hotspot £ 1, HAMEOUARRE IP $hEBL, AT FH 7 REHFAERIR7 ) — A TP
BEE, FRATAT LA E — AN FRAS L, SRR TT DU T P9 4% (1 B

* HTML Directory: ZZ#Z%4 & Hotspot MIMEHERTE (fE Files H3x FalLARED , MUiRIHA 24
hotspot W\ iEHz [T, ARG A4 O B PG AR FAIE TR, FRAUN 7 27 24> server Profiles #i
.

* Rate Limit: % hotspot lRZ#5HUU TR T8, —MERUCRABE, BEATH & A/ 15

FCE login B3xJ7 3, BIUHIP R0 5 s mf R A ot dain s 2K, — BBRA R /Y HTTP CHAP RV,
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Serwers oServer Profiles |U5er5 Uzer Frofilez Actiwe Hostz IF Bindings Serwice Por

#[=| [7]

|HE"'"'E £ |]:|H'S Hotspot Serwver Frofile <defaultl’
* @ default .
General Login | RADIUS
[] maC [iEaakia :
HITF CHAP [] HTTES
[ ] HITF FaF [] Trial
| Copy
MAC Auth Password: | |
Remove

HITF Cookie Lifetime: |3d 00:00:00 |

5L Certificate: |1'u:une " * |

[]5plit User Domain

Trial Uptime Limit: |IIII:I:3III:I:II:I

1 item (1 selected)
—_— Trial Uptime Reset: |1-:1 0o:00:00

|
|
Trial User Frofile: |default I

default

Cooke “F{H — ATk #E, X Hik#E HTTP CHAP i U5 sUR A IK 5% 1%, HTTP PAP 2 SCIK 5 #1852 .

2T RADIUS ¥ 7 I E, WBRARE XM RADIUS AR %528, 3 2% RADIUS it %%, iX H.ff) Use RADIUS
DAL

Servers oerwver Profiles

[+~ 7]

Users User Frofilez hActiwe Hosts IF Binding=s Serwice Fm

|Ha.me i |]:'HS Hotspot Serwver Frofile <defanlt’
* Edefault
General Logzin E_AIIIUS|
[w] fifse RATTIE Cancal
Default Domain: | | v
Lacation ID: | | v
Location Hame: | | hd Bemove
MAC Format: |XH: 33NN XX 30NN =]

Accounting

Interim Update: | |‘"’

HAS Port Type: |19 (wireless-802.11) | ¥

1 item [l selacted)

default
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BeE e bl F 23805, &Ja A5 ] Hotspot f 4545, FEik$E interface NEATH lan #£10:

Servers |Server Profiles Users WUser Profiles fctiwe Hosts IP Bindings Service Ports

IE“E' IEI | Rezet HIML || Hotspot Setup |

|H=ame ! |Interface |ﬁ.ddre55 Fool |Pr|:-fi1e |ﬁ.ddre55. .. |
a serverl etherZ-lan none defanlt

Hotspot Serwver “serwerl’

Hame: |ERRTS] 0K

Interface: |etherZ-lan |i|

Cancel

Addreszs Fool: |neone |i| Pl
Profile! |default | ¥

Dizable

Idle Timeout: o

Keepalive Timeout: I:I N Remowe

Addrezzes Fer MAC:

1

Eezet HIML

1 item (1 zelected) IF of DHS Wame: 0.0.0.0

- Froxy Status: |[running —
- | |

MR SERUT, A 2 ECE A U ] E R L web DGIE, 24 B BE (5 N — S 0 st 2 b A B UAIE T
T, FH P 5 i) 2 A IE BT 40
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@ internet hotspot = login | l - > & duh

| Latviski

ogn[ |
password[:::::::::

HOTSPOT GATEWAY
I w0 o MIKFOTIK

AT NS R RS ARSI S5, FRAT TR Bk 2 LT DT -
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T — —
& mikrotik hotspot = status - Windows Internet Explorer e

I =
w £ | http://192.168.10.1/status ?‘ [
x @ -
TrlEEE Ok g BumE v 2| MERTE v [@as

|@mikr::rtik hotspot = status | | ﬁ - » [ @ -

Welcome yusong!

IP address: | 192.168.10.2
bytes up/down: |[984 B/ 1395 B
connected / left: | 25 / 1d23h59m58s

II status refresh: | 1m

log off

X AT LATE ip hotspot active W& FIF J7 & Sk AE LR IE .-

Hot=pot

User Frofiles Active |]'[|:usts IF Bindingz Serwice Portz Walled Garden Walled Garden IF List

— -

Server s |User |]]|:umain Addre=s Uptime Idle Time Session T... |Bx Rate |Tx Rate
serverl jusong 192 165, 10. 2 000z 45 Qocoo.00 14 23:57:12 1883, .. 0O bps
RIS FH P 513 -

[admin@MikroTik] ip hotspot active> print

Flags: R - RADIUS, B - blocked

# USER ADDRESS UPTIME SESSION-TIMEOUT IDLE-TIMEOUT
0 yusong 192.168.10.2 4m17s 55m43s

[admin@MikroTik] ip hotspot active>

FHP W R T B, e e S N 192.168.10.1 #E X\ Hotspot AIEM %, it log off i H & S T fi
14. W{T{EH Log Downloader TEIiEFH HE

13T Log Downloader #2/7, @R, ¥WINFZEids RouterOS 1 H &M IP sk, JfECE AN 1S4
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-l

—Routers Configurati onmnﬁ]

IP Address | Status | Download
logs every:

Fl- Start new file every n

10 . 200 . 10 . 254| |V Timestamps enabled

Save logs

[ ok | camea ||| 3201 Bepsmme
- -

Uptime | 0 days 00:00:31
Add I Remove | Statu:| Sleeping. ..

SRJGTE RotuerOS 171, I8 H &R FIe S, #£ ip accounting HiX & -

Interfaces
Bridge Cc Accounting
PPP
P " Addresses {S/c. Address / let. )
Routing SR aat 7. o
kit (Il Traffic Accounting
Ports Fool |
|V Enable Accounting
Quenes ARP
V¥ Account Local Traffic
Drivers VERRP
= Threshold: [256
System I Firewall X
Files Socks ¥ Accessible via feb | 0K |
Log UPnP 10.200.11.100 192.168.11.254 | Address: ]0. 0.0.0/0
SHMP Traffic F 10.200.11.100 219.133.48.90
Pt hip 10.200.11.100 222.45.101.22
Users 10.200.11. 100 210.22.23. 182 EET
: 2 10.200.11.101 61.183.9.131
Radius —
Serpce 56.60.9.83  192.168.13.56 14 4752 [+
Tools " Packine

FE. ZEM HAeE RouterOS [ web 3 H985%, Bl web % H 2R 80.
15. ficE Web 3

SB—. JaF web-proxy, #4%: ip/web-proxy, T 7 web-proxy /& & web-proxy-settings, i%£#: Enabled,
FRAREEE, B 1B,

Port: ALHEHG I, ERikA 8080;
Max-Cache-Size: Wi KA IE;;
Cache-On-Disk: Z& A7 HIEHE PRATF ARG 4 5
HBEIEIURFFERIA
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Il Web Proxy Th

hecess |cac Connections.

IE]EI .. . . I" Reset Counters ||°' Reset 411 Counters |er Proxy Settmgd [

[
General | .li._l-.oqkuns-llns:rtﬂ & ]
Src. Address: | > m

Port: 8080 Y | | Clear Cache

Parent Proxy: I |'

Parent Proxy Port: | |'
Cache Administrator: lwebmaster I‘
Max. Cache Size: lnone ﬂ*IKiB

Max. Client Comnections: |600 ]

Max. Server Commections: |600 ]

Wax Fresh Time: [3d 00:00:00 ]
[ Serialize Connections
[] Always From Cache

Cache Hit DSCP (T0S): |4 ]

Cache Drive: |system |

K1

BB FERE KRS B 80 i A s € P 8080 i1, #%4%: /ip firewall nat chain=dstnat
protocol=tcp dst-port=80 action=redirect to-ports=8080. K 2. K 3 fi~.

Il New NAT Rule

General |Advanced Extra Action Statistics

Chain: |dstnat 3]

Src. Address: | [
Dst. Address: | |>
Protocol: (1|6 (tep) (3

Src. Port: | |>

Dst. Port: (1|50 |

Any. Port: | hd

In. Interface: | [
Out. Interface: | |
Packet Mark: | hd
Cormection Nark: | >
Routing Mark: | |>

| =

Connection Type:

K 2

I New NAT Rule

General | Advanced Bxtra Action [Statistics

Action: redirect K3

To Ports: |8080 | &

S

-68 - HWE: KA



YuS
7ER web-proxy X} CPU ZRAEH 1wy, AT LAMAREE H web-proxy L8472 TTRT, 1512 5 = 1t B R 1

24. WREME mangle #7id, 4% prerouting, HH41EMH?

Mangle I1EHE—Mhrid s, EooRibric &t a8 s 8, vl DU T 2% e . 70 242 il 0 0] A0
By KRN A, AT BUEEL TTL /B AT TCP MSS {4

Prerouting i 7 & SR M B 2 BT AIRARIC, BN i 8% A0 8Hs, 3040 SRms 8%t R AR AE VR i &, 3k
N B F 28 PR AR A ] DAYE e AR 1

17. Wi E PCC 1 mangle & Hirid

'ﬁéfl]—IU\J\_ JTi%#¢ in-interface=lan fSEPEMIE AN MG (EE 1 EMERIRAZFRIE) , 05 R K
X H B & prroE $k 5 LW, AT E @S JE M B src-address kg XN K YE Hl o,
src-address=192.168.100.0/24 #i5E FE it PCC HihkyaE, T 2@ S M Er AT,

/ip firewall mangle

add action=mark-connection chain=prerouting comment="" disabled=no \
in-interface=lan new-connection-mark=1st_conn passthrough=yes \
per-connection-classifier=both-addresses:2/0

add action=mark-routing chain=prerouting comment="" connection-mark=1st_conn \
disabled=no in-interface=lan new-routing-mark=1st_route passthrough=yes

REGES LB EREICE LM 2nd_conn, Jf A ER: BRI i bric 417 2nd_route, % HE:

per-connection-classifier=both-addresses:2/1, W& in-interface=lan:

/ip firewall mangle

add action=mark-connection chain=prerouting comment="" disabled=no \
in-interface=lan new-connection-mark=2nd_conn passthrough=yes \
per-connection-classifier=both-addresses:2/1

add action=mark-routing chain=prerouting comment="" connection-mark=2nd_conn \
disabled=no in-interface=Ilan new-routing-mark=2nd_route passthrough=yes

7£ winbox 7£ mangle Hi% & 52 JE i R -

5| Firewall @

Filter RBules HAT Mangle |Service Ports Connections Address Lists  LayerT Protocols

db || = || ¥ O ? 00 Reszet Counters 00 Reszet All Counters prerouting | ¥

#| Action Chain {In. Interface |Per Comnmection Clas... Hew Commection Mark B .. |»
i peel

0 #mark comnmection prerouting lan both addresses:2/0 l=t_conm OE

1 #mark routing prerouting lan 0OE
i peoc

2  #mark conmection prerouting lan both addres=zes: 2f1 Znd_conm 0E

3 #mark routing prerouting lan 0E

LA ERCE e m, BATAT AL ip route Bt B # HiAL

20. Nth fi1 PCC HHAX5]?
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Nth 25 N R IHEF R B T8 s 83, R ERHE SR W, 800 8 DB B 347 71 38
Y. PCC RRICEH /p FOE il I W Ay AT BB ) Ok 394, K AR OCBERE I P bk AT 57 2351
FES2BME I PCC fa 2@ M b Nth &, {H 3 & Nth b PCC M &8, (B2 PCC 7#kbf,
WEGL IR Nth IR AR S I J5 & Eik BRI . HAKTT L3 (RouterOS A [T IF i)

21. f4 £ PCQ BIARE?
PCQ /& Pre Connection Queue, ®GERNFI, &l N EUEB TR0 —Fim sz 7, 8
TN b 1P Mk A By 24 1T 9 2 A A 0, G5 PCQ SRR Se HEAT SIS0 iE , Al PCQ W B 7 =

JESEAE ip firewall mangle HL(¥) prerouting F1 forward % Ebric s M EGE R, 7E queue tree XTFRic LT %
AHATESRE. FEENE TR

PCQ-rate=4M
2P 41THBP THP

| am 1.7M
1.7M

| 3M

| 3M

I 3M

Queue=PCQ-rate

il

Max-limit=12M am
1.7M
4M
1.7M
PCQ-rate=0
11RAP 2TRAFP TRP
1.7M
6M
Max.limit=12M 12m Com >
oM
1.7M

10. W% #E simple queue E i PCQ [Ri%

XHERATIZE RouterOS 6.0 fRASKMACE, et Queue Type FFCE PCQ i AT R FAT 478 512k
M 1m, &#& pcqg-download-default & 1M, fE&H % 100 A, FAVEHID total-limit, HihRZ 50X
100=5000, 47433k dst-address

B3N queue type, #%#% pcg-download-default Al pcq-upload-default #i)
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Huene Type

‘pog-download-defanl t >

Type Hame: |-:q—d-:|wnl-:|ad—default | 0K
Kind: |1:u:q "il Cancel
Rate: 1M | Aeply
Limit: |50 | | Copy |
Total Limit: 5000 |
Burst Rate: | |"
Burst Threshold: | -
Burst Time: |00:00:10 |

— Classifier

[] Srec. hddress

Dst, Address

[] 8re. Fort [] Dst. Fort

Sre. hddress Mask: |32 |
DIzt. hddress Mask: |32 |
Sre. hddressf Mask: 123 |
Dzt. hddressf Mask: 123 |
\default

A7 2%k ¥ src-address, FFECE 512k ) FATREREW T :

Quene Type “peg-upload-default>

— Classifier

Type Hame: |pcq—upll:-ad—default | 0K
Kind: |pcq ||$| Cemaal
Rate: 512k | Aeply
Limit: |50 | | Copy |
Total Limit: 5000 |
Burst Rate: | |"
Burst Threshold: | |-
Burst Time: |00:00:10 |

Sre. Address

[] Dst. Address

[] Sre. Port [] Dst. Fort

Sre. hddress Mask: |32 |
DIzt. hddress Mask: |32 |
Sre. hddressh Mask: 123 |
D=t. hddressf Mask: 125 |

default

{ERCE I Queue Type J5, #EA Simple Queue HECE FEZEHIFN, X HAE General HECE & FATH %N
10M, B LA7%W 568 5M, HWRHHEECN 192.168.10.0/24:
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Simple Buene <PCE>

General | fdwanced Statistics Traffie Total Total Statiszties
Hame: |FCQ| |
Target: 192 153, 10.0/74 |+ =
D=t.: | | b
Target Upleoad Target Download
Max Limit: |Sm (%] [10m | ¥ | bitsfs
~4— Furst
Burst Limit: |unlimited |F | |undlimited | % | bits/s
Burst Threshold: |unlimited |F | |undlimited | % | bits/s
Bur=st Time: |EI | |EI |5
~¥~ Time

Bk advanced 328, FE Queue-type K%, & LTI T4 A PCQ 2% pcg-download-default 1
pcq-upload-default:

Simple Queus <FCQ>

General 15l':l“"ﬁl-‘f“'-"!':l|Sts|.ti5tir_'5 Traffic Total Total Statistics

Packet Marks: | 1=
Target Upload Target Download
Limit At: urlimited |F | |unlimited | F | bits/s
Friority: @ I |
Hueue Type: |pcq—upl-:-ad—default " $| |pcq—dl:-wrﬂ.l:-ad—default " $|
Farent: |ru:-ne ";l

XFE PCQ BLE M TTA, R FEALE simple queue FHELE — 28U, HUATLASEHIFTAE 192.168.10.0/24 H A M E
22, 22 HTB?

HTB (Hierarchical Token Bucket)H LI & E FEIIRE, AT & &y B A 2 R0 BR il 25 Fh N i 55 . 0T IE
w_ LT ENL, RGUR R Ve AR S e R PR s AR, TR NN W L, RGN E A
A58 H o At AL ) S R B BRI

SCHRFAREE 1P bk Bt 3 5545 SO B #EAT MU SB GO L, AR5 6 AN R R0 (0 e St st AT s 9 12 o
FOE LB S5 TR 415 9 BRI B ie 58, BRESKILT I iy 98, AT QU B, 5 E &1 & LRI AL
Pa IR A AR

HTB S5 404 U o v B — M E BN I G5 K, JERE BT Z AR &, AR SR 5 )L 8 Sl o 1)

— B AN T —A Child CFBAF)) #4425 K inner(N#EBAFY), AT [ Ri%45 Children (-FBA%1D FrA Leaf
BAZ CHEBAAD | A AN S S AL 4 (0 70 L T Leaf AR AF & IR HEAT AL B . 7€ RouterOS WA4iHE &
Parent(S24%)i& T 45 & — A FI A T-BAF
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Parent
« N
Child Child
Inner 4 #EBAF /\
Leaf Leaf

T BC B R TR R B B AR ?

{211 etherl 71 ether2 7 — M ..

nn—HEED, f4h MyBridge:

/interface bridge add name="MyBridge" disabled=no
it etherl 1 ether2 7% MyBridge 5tfi:

/interface bridge port add interface=etherl bridge=MyBridge
/interface bridge port add interface=ether2 bridge=MyBridge

Wlan &M FAQ

1. ROZIEH O AP RAEFRE?
oty AP BEZABE — B IX i e, (845 B A P AL BRI Y, e )2 SR R IO, BkEs 4%
2, HWE—AHLENFEMFA?

HhC R B AL B MikroTik oLk th 8%, 4Rl R 2k Bl i X R 28 5 B =R I 2R  HL U 4%, MikroTik
HEAE A NG, B SR OO, T EERTIC A 2 M2, I e R 2S5 AR EI
AR

3. —AHLEMRERS D NE
SCHF 2007 A%/, SR SEBRTE DUIF AN AL, 7 EARYE RGHIVEREA R RE /. SEPRIAIE & PC

MR, A S OURE SEBRSHSm, 802.11a F3CHF 20-30 M A% ) LA &iE, 802.11bg FH2A
it B S E 10-20 /N3 S, 0 SRR I R A A R S Aol B AR A AT T AT B

4. REEEBR-NE RS, MixEAM?
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RHFHE AP s (CPE), filln—> MikroTik LA 1% UKMEEN . Ela Rk, IHFEmL.
MikroTik o2k e 1] LN AL 77 o i) P 28 3R i 5 2 DhRE, Q0BT KBG . NAT. Szl DHCP fid54%.
SE A R ML 1% 2 AR 7T LR WL A O Bkl Ay B

5. BN RGKAEHER LM ?

RouterOS 37 #F 802.11abgn L&k AE4 N, 2.4GHz 7 802.11b BN, HdE L2 11Mbps. SR SLbrrnt:
B/ 5-6Mbps. 5GHz 7 802.11a fi Al 2.4GHz ) 802.11g i\ T, ¥¥E%4y 54Mbps.

5GHz 1 802.11a #&xXF, NS RIPEAR A 55, 75 H O L f1E P e 4 ) 800MHz ) CPU. [AJFf
RouterBOARD Z 1/ E 1 ] 400 511 F1 600 2%, JrA 2 #0T LL2 Be 2 AH [ ()45 58

6. RETBRMIEAH PRI ?

JE), A CABR A —AN P 0 i B, i Id RouterOS FY queue BT, WK bridge Mriz o4k M -E A1
£EM, 5% bridge setting 1) use-ip-firewall I 5

7. FOEE R PR ATRARBRRERREEZ/D?

BRORBEBFIRZe Wik AT MG SHMN REUE . A BB R I B A KR

fE 2.4GHz, HCaFEul A P b i AN 2l 10-12km.

£ 5GHz A T A DRG] 17dBi ~FARCR 2k, %% 7 il 30dBi [ A% i) 11 R 4 e p B A 25 A HL,
SLPrAE4IE % 10Mbps

8. REEBTMNRZFEAERKIRERERSIREK?

AILL, (RTGAALfEE S AME 5 232 BI5Em .

9. REBMHRP ARSI MER?

ATRL, DHEROR A D) 2 e, SRS ey . [FIRF Ml n] DLER R, S & L fiiE &
10. EREERERBERAEMLTEEN?

Fe ), MERJEHIN SRR, EERE DN T, BN IER: Srb B A R R BG4 .

11, 4% Fresnel X?

Fresnel [X /& — ML X IR T L B AT E I, IXAS X ZRTE B, 15 IS 5 9 B el HUac. oldn 76—

16 A BAE 5.8G &ML, 60%I7) fresnel X2 — 8.7 KIEEKIX, 7E 2.4GHz [FIFEMFE 2 13.6
X
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12, REBT LB ToLR M ?
JEH, REAE MikroTik To2k# i 2% B M E B M ], BAA T A7 RouterOS £ AR SCRY.
13, ZFE— Wlan TERAKFEL K E?
—ANERINTL RS, WEE 35 NESRINARL, NGRS RO O 1-2 K]
14. Wlan Z177E Station X T &5 e fbfrE:?
Ah, station B AL FFFBTIAE, station ML T =2 1P IS 4.
15. Wlan Hr#Es—ifE F ks 2
—f# RouterOS HIMF #5035 ap-bridge X station-wds, 75 ZJTJ5 WDS &I, 1% & BN
16. 802.11n = ac fefiH wds R ?

1E 5.0 H RouterOS X 802.11n {2 F EolP FZiE 1fEHiE =, £ 5.0 J5 )5 F Nv2 thill 5 e s vif& i
] WDS #£58. 802.11ac 7f RouterOS 6.0 H I, 2@t Nv2 Phil 52l ic B

17. RouterOS Bki 5G fHH RaLAEIZ b

AT B, OB R A7 SEAE 5G-Turbo #E30N, AILAAE] 75Mbps, XU 75 5i/E 40Mbps
JEAr, A 802.11n 1) 5G f&4, TTLAIRAFEE MO, Al IR A& T AT LAAF 2L 200Mbps FAH 9 -

18. mode=bridge BRI FMAEE TR

K bridge # R R fE 7 5 ap-bridge. station-wds F1 bridge SEREHELE, B R S8R S B LR ERE,
WK R A RB411 £ 2k % 4% RouterOS & L3 2%, A4 2 /4> RB411 Xt filfs H feAdi F i bridge £, 7E
5.0 fi A 5 HU LY station-bridge #0152 Rf LLAT bridge (@15
19. {4 2Z Nstreme

Nstreme J& MikroTik B2 & BI—E &AL, &K 2 AW TS, R s 50/ B =58
HEBORFIMGEAT ek, IREBEREMEIE, AT Wlan Jogftimd 56 1492, 5.0 J5 Nstreme ciidthi

A< Nv2 (Nstreme version2) ZH TDMA H ARG M H T 10n BIE1 5E L.

20. f+4 R Nstreme Dual
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MikroTik JF A R FALR ML, RIRE NSRS Jo 2 itk — MRl tx Ckik), — ek
BB rx GO JEBAERRRCRIE 7 B A e 2t fan i 77 3K, A B T IR Mmoo e B 4 i iy SE AN R

21. fF4R Nv2 thill

Nv2 7 MikroTik 2 802.11n AL FAR Jo ki, 2T TDMA £R (Time Division Mulitple Access K43
Zu) , Nv2 2T TDMA 47 b e BAA BERH At & REEIR . & T /O 2 I 4% #

TDMA J&— MBS L R4, Fe v 24 P A [ AR T Sl A2 AN R I o) B S S R s 7 5, R T
b B SRR ] IRV A, B P A3 B e o XA SR VR 2 AN K A [ ) A o o, — B ] A fat
880 AR A5 18

TAELE Atheros it 7 |, #F 802.11n 414 A4 R52n. R52HNn. AR9220 1 AR9300 F 41t Frsk, M
RouterOS v5.0beta5 fiAS T 46372 £ nv2 33, VRAJ7E wireless 2 H# NACE Nv2.

21. WLAN 5 WiFi X5l

WLAN 2 Wireless Local Area Network {145, $i& 8 H Jo 8l 5 BoARK tHE LB BIRGESR, #40n] BLHAH
RE RSB YR S = 28R 2R o 0L SRS A T 1) AU AN TS A FR BT SR S I 4k e ok,

T A O 2 (1) 77 SR, AT 5 o9 4% (1 g A AN i IR RS s B N R TG . WA-Fi (WirelessFidelity ), TGZ& R E
HARGEF AR, [FJE T1EIp A 2= R0 5EE A8 1 B2 29 ek B R o WI-FIL & WLAN i — M5 WLAN
S TCLR RN, TOLR F I A R TC R S R RRIY, LTS TC 2R 4 Bl At A S 2 B DL R % A s G ZE T AR

SRR . TSRS Ly, 1 2 TR I WiF B RSB

22. RB751U R&&ERFE
RB751U #Eh—~> 2GHz 802.11bgn L4 MK, FEWNE T PIF 2.5dBi KZk. [FIN 24t — Moz R4 1) MMCX

Bkko M IZBERRUENEMINERLL, FrULT 2R U R EAE wireless 12051 P K AL EL U0 R -

* Chain0
0 one antenna for TX
o0 one antenna for RX
* Chainl

o0 one antenna for TX/RX
0 MMCX 4ME R &Hz 1

WA MMCX #:01, FikEB R&HAN antenna-b, 7F wireless HT S8 28 H 4 B 1) Chainl K4

802.11 T4&KEE

1. WfARETLL A% R
W B ap-bridge A1 station-wds #3 KFAT5r LR S5
1. £ ap-bridge #1 station-wds F %11 bridge, i€ X bridge fJ4£ 0, 0 BCEFR 1P Hudik
fic & ap-bridge #1 station-wds HITcZk S $

KB MR I

SR 1: 3k bridge 780 bridgel FIMFE:, @H I FRESTFE rstp P, 8 F AR B B
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L
&1 Bridge [Z2 ]
Bridze |Parts Filters HAT Hosts
b | = & ¥ O T Settings
Hame Type Tx Bx Tz P... Bx P... MAC Address -
B ftbridzel Eridge 40.0 kbp=z T.7T Lbpz 13 12 00:0C:42:16:FF:BE
& | Interface <bridgel= ==
General STP |Status Traffic
Protocol Mode: © mone © stp @ rstp
Friority: (2000 hex
Max Message Age: (00:00:20
Forward Dealw: (00:00:15
Transmit Hold Count: &
bhgeing Time: |00:05:00
4
1 item out of B (1 =

78I etherl A1 wian1 I brdigel #if, X B4 interface H1» 575N etherl A1 wlan1 #E A bridgel H1. iX
Ff: etherd Fl wlanl stseBl 7 My HEThRE,  AeSCBLEE — )= 135 W A4 %«

a1 Bridge (52 |
Eridge Forts Filters HAT Hosts
e | = (% O T
Interface Bridze Priori... |Fath Cost Hor... |Rele Boaot F... | |*
4tetherl bridgel &l 10 designated port
I 4twlanl bridgel a0 10 dizabled port
# | Bridge Port <etherl= [
Interface: ¥
Eridge: |bridgel ¥ IEHII
Friority: |80 hex
Path Cost: |10
upy
Edgze: |auta *
? 1tems (1 selected)]
Foint To Point: |autao ¥
External FIE: |auto ¥

JF: 7F RouterOS3.0 [t bridge H3in 7 — M ELEI, £ HEHE ip firewall i3, WFEAMH ip firewall
TG 2% AR R e R R PG SR TR RS, (R SRR B R N TR AR SRR R 1 1P BE AT i e AR TR, ARE T E T

J& use-ip-firewall ZjE
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f
5 Bridge £2
Bridge |Ports Filters HAT Hosts

*|[=| [v|[%] @] [T|(settines D

Hame Type Tx Ex Tx P... Bx F... MAC Address b
E 4tbridgel Bridg 45.3 kbps 5.8 Lbps 1T 14 00:0C:42:16:FF:6E

# | Bridge Settings
lze TP Firewall 0K
Use TF Firewall For VLAH

Cancel

il

Apply

H: U EREHRIEERT ap-bridge M station-wds %%

W B e G A TE3E N ip address 45 ap-bridge il station-wds ] bridge Bt & —™ IP 31k 192.168.10.1/24
H1192.168.10.2/24, HTE B ZAMEMA . XFE wianl AT etherl #RAE S FLENX Mbhk . &0 F:

ap-bridge %%
/ip address add address=192.168.10.1/24 interface=bridgel

station-wds #&#&
/ip address add address=192.168.10.2/24 interface=bridgel

PR 2: MR P Hih B IS, BU/ERCE ap-bridge 1 station-wds (2S5

W HE ap-bridge 174k, iX B mode=ap-bridge, band=5G, frequency=5200, SSID=CDNAT
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A] Wireless Tables (2]
Interfaces |Hstreme Dual Access List BRegistration Connect List Security Frofiles
L b (% A | T
Hame Type Tx= B Tx. .. |E. . MAC Addre=s LEF Made -
rwlanl Wireles. .. 0 bps 0O bps 0 000:0C:42:28:T. .. enabled ap bridze
# | Interface =wlani= [eE3m]
General Wireless |YDS Hstreme Status | 0K |
Mode: [Edissirc | Cancel |
Band: |SGHz ¥ | Apply |
Frequency: |S200 ¥+  MHz
| Jizable |
S5IN: |CDHAT -
| Comment |
Sean List: b
Security Profile: |default ¥ | Torch |
Antenna Mode: [antenma a ¥ | Scan. .. |
1 | Fregq. Usagze. .. |
T Default AF Tx Rate: ¥ bp=
| Align. .. |
Default Client Tx Rate: ¥ hps
| Sniff. .. |
v Defanlt Authenticate | |
Snooper. ..
W Defanlt Forward
Hide ZEID | Rezet Configuration |
Compression
| Advanced Mode |

fid & ap-bridge ) WDS #2{,, fii. & 2% wds-mode=dynamic-mesh(Z)25 75 ), wds-default Bridge=bridge1
CREEH L2 ¥ N2 bridge 1)

# | Interface =wlanl= EX2|
Wirelesz WI5 |Hstreme Status Compreszien Status | 0K |

%05 Made: [dymamic mesh ¥ | Cancel |

WDS Default Bridee: [ESEED ¥ | Apply |

IS Ignore SSID | Disable |

| Comment |

B & station-wds ¥ii (1% B H 7 2% Mode=station-wds band=5G,
2, station-wds 7EULHEL Band 1 SSID J54> H a4 & -

SSID=CDNAT, A %% & Frequency

- o

# | Interface <wlan1= |3
General Wireless YIS Hstreme Status ... | 0K |
Mode: |[SERSHEETEGE | Cancel |
Band: |5GHz ¥ | Apply |

Frequenecy: |S200 ¥+ |MHz
| Di=able |
SSID: |CDHAT e | |
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7t station-wds R 5 ap-bridge ) WDS Z#§ it & A1 [7]

# | Interface =wlanl> X
Wirelesz WIS |Hetreme Status Compressien Status | 0K |
WOE Mode: |dyniamic mesh ¥ | Cancel |

WDS Default Bridge: ANy Apply
IS Ignore SSID | Di=able |
| Comment |

B3 HE UG, BATAT LB ap-brdige i ¥ & B H & 5 iER:, R IER %G ap-bridge %
] Wireless Tables F£7E wlanl gi#il; “R” , JEHII—A wdsl L2 10,

[ =

5| Wireless Tables (3]
Interfaces |Heztreme Dmal hecess List Registration Conmect List  Security Frofiles
b b = | T

Hame Type Tx B Tx. .. |E.. |MAC Addre=s ARF Mode Band b
E  @pwlanl  Wireles. .. 0 bps 424 bps o 100:0C:42:2. .. enabled ap bridge SGH:
DEA 4-ewdsl WIS 0 bps 424 bps o 100:0C.42:2. .. enabled

7£ ap-bridge F ) Bridge 1 r] LLEF], WDS = [ 304 wdsl # ¥R N3 Port o

% | Bridge |5

Eridge Fortsz |Filters HAT Hosts

¥ & T
Interface Bridge Friori... |Path Cost |Hor... |Role Boot F... | |=»
4tetherl bridgel a0 10 designated port

T ftwdsl bridgel an 100 root port 100
Atwlanl bridgzel an 10 dezigznated port

PATAT LB A T2 IHME B AR h BB (S 5 i

¥ ]

# | wireless Tables [5]
Interfaces Hstreme Dmal hecess List Registration |Connect List Security Profiles
T Re=at
MAC Address Inte... Uptime AP WDS Last A .. |Signal. .. |Tx/Rx Rate -
0. 00:0C:42:23:02:46 wlanl 00:11:168 na  wes 0. 480 -E3 SdMbp=,/54Mbps

X IR E-63, 15T BEIERAL M RARMELE “-88 £-907 , HBlikin IE# “1” {55 #5%. Station-wds
I EIEHE 5 22 2 BlIE ] ap-bridge 1S4, JFIEHIEIE.

2. i 8 RouterOS T4 AP B LW

B AT — AR 00 (X s B AT WIS (07 8k, SR 802.11bg 9 E4E -8, 4l ] 100 K i i
AT Tk R G, FERTEAATING, X BARATRA 120Bi 41 2.4G Kk

-80- WE: K



YuS

X RouterOS FJ7F wireless 32 5., A LLER|TLEM K (ERITCLM K2 Atheros {& R , W2 #2235 3|

RouterOS ERJTELM K, ERUGEK AR, P B e a FM <

Interfaces

-

Wireless 7 | Wireless Tables

Bridgze

FFF
L b v | % O T
Mezh
Hame Type L2 MTU | Tx Ex

Ir I - | Wirelesz (Athera. .. 5700 T5.3 kbpz 9.1 Lbps

Tx P. ..

25

(3]

Interfaces |Hstreme Dual Access List Registration Commect List Security Profiles

Fx P. |
13

Ir+6 I3
Sypstem I
Huenes

Files

Log

Radins

Tools= b
Hew Terminal
Male Supout. rif

Matmaal
4

1 item out of 8 (1 selected)]

Exit

BEAVE M R)E, BATWE AT E SR, il E NG ERE — TS

1. mode LML ERK X, #+F ap-bridge

2. band TAHEL, 1%FF 2.4GHz-B/G

3. Frequency & K HHIR, HFF 2417TMHz, 0T UK 35 S2br PR 55 5% HoAR A R
4. SSID HMIGIE, HCOE N AP G4, XEEEN cdnat

5. Security-profile %4z 5Ems, wWEITLMNE 70, BRHEMmANIEEEAN

7| Interface =wlanl=
General Wireless [WDS Hstreme Status

Mode: |EREsis s

Band: |2.4GHz-BfG ¥

Frequency: 2417 ¥+ MHz

SEID: |ednat E

Scan List: bl

Security Frofile: [profilel ¥
Antenna Mode: |antenna a *

Default AP Tx Rate: ¥ bps
Default Client Tx Rate: ¥ Lp=

W[ Defanlt Authenticate
v| Defanlt Forward
Hide SSID

Compression
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REBATBLE AP 77 OB MM, BINFHEA, AT ZAE bridge B E etherl 55 wlanl #EATHr k&, &K

A7 In—A~ bridge

Interfaces
Wireless
Bridge

FFF

Mesh

Ir

IFvE
System
Queunss
Files

Log

Radius
Taols

Hew Terminal

Make Supout.rif

Marmal
Exit

& Bridge

Bridze

Ports

<

1 item out of 8 (1 =eled

Gemeral |STF Status Traffic

=
=

Cancel

Bl e

Dizable
Lz MTU: 1600
Comment
MAC Address: |00:0C:42:2E:75:58

ARF: |enabled |¥ Copy
Admin, MAC Address: 00:0C:42:2F:75.55 | & e
Torch

|di5&bled |running slawve

Z Ja4E port HUK etherd F1 wlanl fK XM port H, JF4E5€ bridge 24 bridgel

5] Bridge

Bridge Forts |Fi1ters

*[ =] lv]%]|al

Interface

4wl and

Z items [1 zelected)

T B To Lk A& n

General |Statu5|

BATEN wireless 325, HLITJF security-profile, #sIn—2% profilesd 025 g
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b Interface: (TR |
bry Fridge: |bridgel [+]
Friority: |8|:I |hex
Path Cost: |10 | | [ Comment
Horizom: | |"’
Edge:lautn ||3 Eemove
Foint To Pnint:lautn ||3
External FIE: |autn ||3
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# | Wireless Tables @
Interfaces HNestreme Iual Access List Registration Connect List Security Frofiles
g = T

Hame Mode Authentie. .. |Uniecast C... |Group Cip... |WPA Fre—Share .| w
defanlt none ko *
profilel dynamic keys WPA PSE tlkip tkip koo *

AN profiled #AN, %4 mode NFNA key (dynamic keys) , i )5 X WPA PSK, tkip 7z, %4k
# & abcabc123456

# | Security Profile <profilel=

General RAITUS EAP Static Keys
Hame: |[profilel
Mode: [dynamic keys

Authentication Types
v WFA PSKE WPAZ PSE

Unicast Ciphers
v tkip ags ccom

Group Ciphers
v tkip ags Com

WEA Pre—Shared Eey: abcabc12345l3|

WEAZ Pre—Shared Key:

Supplicant Tdentity:

Group Key Update: |00:05%:00

*

Management Frotection: |allowed

Management Protection Eey:

WETHE, FAE wlanl Bl & 7] LLEFR security profile

Mode: B EEs

Band: |Z. 4GHz-E/G ¥

Frequency: (2417 * MH:

S5ID: |cdnat -

Scan List: hd
Security Profile: [profilel *
Antenna Mode! |antenna a *

FATAT LAE Registration B AT DU B 2% 7 i P EEEEIE L, A{E 5 532 signal
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[ o

| Wireless Tables @

Interfaces Hstreme Dmal hecess List Registration |Connect List Security Profiles

== | F| |00 Rezet

Radio. .. MAC Addre=s Interface |Uptime AF  WDS Last A .. |Signal. .. TxzfFx Rate bt
g 00:21:00:5F:C4: A0 wlanl 05:45:42 no  mna 0. 0on —64 11Mbp=—SF/S4Mbps
E:oo3 0010 E3:EC.83:582 wlanl 00:03:30 ne  ne 2,950 —-83 4EMbp =/ 3EMbps

RouterOS #ff kX SSID
3. tnfak&s WLAN ¥ SSID

197 wlanl T4 M EEE, 2k Hide SSID, BIRaETEZ SSID

Interface <wlanl>

General MWireless |HT HT MCS %DS Hstreme

Mode: |ap bridgze +*

Band: |2GHz-E/G/H ¥

Channel Width: Z0MHz ¥
Frequency: 2422 +  MH:z

SEID: |yusong e

Sean List: |defaunlt ¥ |5

Wirele=ss Frotocel: |S0Z2. 11 ¥
Security Frofile: ¥
Bridze Mode: |enabled ¥
Default AP Tx Rate: * bps
Default Client Tx Rate: ¥ hps

w| Defanlt Authenticate
w| Defanlt Forward
| [v Hide 531D |

4. WA Access-list #8% ik

il access-list PN A 2L, FA1 T B wireless S5 R ¥ default-authenticate ZE0%E N no, EIERIA
TERAE LR & P i A fo 4 H sh 56 IE i i
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Interface <wlan?>

General MWireless |]'[T HT MCZ DS H=treme HVE

Mode: [EONTSRID
Band: |2GHz-E/G/H [
Chanmel Width: |20/40MHz HT Above [
Frequency: 2412 L
S5ID: |Yusi |-
Scan List: |default | -
Wireless Protocel: 502,11 I
Security Profile: profilel I
Bridge Mode: |disabled I
Default AP Tx Rate: | | ¥ bps
Default Client Tx Rate: | | * bps
L[] Default Authenticate |
Default Forward
| Hide SSID

MFATR A default-authenticate, AT i%EH: AP 1% P station E 2k N\ access-list #E4TIULEC,
TR VLG 25 iR ERE R AP, IXFE AR T34 L &% Rl i MAC b4 s tHEHL—FF

BN FATAT I — % 7 i B AT I 4%

*  MAC Hhi- 4. 00:bc:32:1a:dd:09
o EFETLLMFK wlanl
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Interfaces Hstreme Dual Mezictration Commect List Security Frofile
[+][=] [+][%]
# | |MJ5J: Address |Interface T|Sig;nal. .. |Authentication |Fnrwarding |
] G000 BC 3214 ... wlanl —-120. . 120 wes yes

AF Access REule <00 E

MAC Address: :BC:32:14:T0:09
Interface: Cancel

Signal Strength Range:

AF Tx Limit: | v

Client Tx Limit: | -

huthentication

1 its Frivate Key: |ru:-ne "3' I:le | i

Priwate Pre Shared Key: | |

Management Frotection Key: | |

~%— Time

|enabled

1F access-list HL |+ f¢] authenticate 2%, JFATEM N F A5, FoaRXHZH P IHLERED] AP, Flinf
{11345 |- MAC: 00:AC:3A:1A:CD:02 [fi&E$:

AP Brccess Bule <00:AC: 34 1A4:CD:023

MAC Address:
Interface: |wla.n1 ";l Cancel
Signal Strength Rangze: |-120.. 120 | Apply
AF Tx Limit: | -
Client Tx Limit: | -
E huthentication
Forwarding

Frivate Key: |nu:une "il I:le |

Friwate Pre Shared Key: | |

Management Frotection Key: | |

¥ Time

|enabled

iz 1 £ & RouterOS [ station, FATAT LIS ap-tx-limit £ client-tx-limit PR station 3% HzH %
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AP Acecess Bule <00:EBC:32:1A4:00:09%

MAC Address: |TIERERSURURIE
Interface: |wla.n1 ";l | Cancel
Signal Strenzth Range: |-120..120 | | Apply

AF Tx Limit: |SM A

Client Tx Limit: 1M |-
Authentication | Copy

Forwarding

Frivate Key: |ru:-ne "il Dxl |

Priwate Fre Shared Key: | |

Management Frotection Key: | |

- Time

|ena]:-le d

B, FATPRS] T 00:BC:32:1A:DD:09 1] station 1%, AP X[ station [ iy 5SMbps, station &
[ AP [ 95 M, BPX} T station 1fi & F# A SMbps, &4 1Mbps.

5. WM EIZE# AP(VAP)

HEAVIEL — & AP £~ NN @I LA SSID, HXAIFK SSID TR BEATE#, Bl AKX
R, ATUAX N R L B WiFT B, 7SR ] AR IX 2 SCBERIT 20 /) WiFi _E 9]

FERL AP [ ALE HiE — MBI, BERIEZA AP ES, £ NXEN £ SSID, iEAFEKH
FHEFEXT RN SSID. SRR AP M FE N 122 20K, A B TR WiFT /4% 1 X 38 Rl 43 F s 2

BN EERL AP, HTLLHEN wireless H3E R, A0S AT LR E] Virtual AP

Wireless Tables

Interfaces |H5treme Dzl Access List BRegistration Comnect Lizt Security Profiles

g = @ 'T| | Srcanmer || Freq. Usage

| Alizoment || Wireless Sniffer

Virtual AP L2 WTU |Tx (Ex Tx P... [Rx P... T
EEE— = [Athera. .. 2240 0 bps 0 bps 0
WDs L Tiihern, RS T e H Bps i i

Mstreme Dual

G, BAVHE—N%N wlan3 L AP, 7] LUE F| type A Virtual AP
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Interfaces |Hstreme Dmal hAecess List Registration Conmect List Security Profiles

HE FlE '

e Hew Interface

|Hame J"|T5" General |'|'|'irele55 W05 Status Traffic | 0K |
Ghwlanl W1 | | Cancel |
¥ dwlan? Hi
Type: |VirtualdP | [ ety
MTU: | 1500 |
| Dizable |
L2 MTU: | |
| Comment |
MAC Address: |00:00:00:00:00:00 | |
Copy
ARF: | enabled [#]
| Bemove |
| Tarch |
| Advanced Mode |
.
2 items out of 4

T ERL AP ) wireless S5, 0] DLRIFEAFNYBE KA R A AC B 240, F 41 Master-interface 2% £
AP M JE T AP EE R

Interfaces

H=treme Dual hAecess List Registration Commect List | Security Profiles

IEIIE' @ i Hew Interface

o A Teme General Wireless |'|'|'IIS Status  Traffic | 0K |

dbwlanl Wireless (htheroz 11F) ] | . |‘
| #wlan? Wireless (Atheros ARSZIZ s3I0 |V _wifi Cancel

Adwvanced Mode

Master Interface: Apply |
Security Frofile:
| Dizable |
Defanlt AP Tx Rate: | |' bps= | Comment |
Default Client Tx Rate: | | ¥ bps | Copy |
Default Authenticate | Remove |
Default Forward
| Torch |
[ ] Hide SSID

.
2 1tems out of 4
_—

FATE X T SSID v V_wifi, WET wlanl M4, HIRATEREINE 1 security-profile=vip
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6.

Interface <wland>

General fWireless |WDS Statuz Traffie 0K
SEID: |V _wifi > Cancel
Mazter Interface: |wfanf ¥ Apply
hrea: -
DNizable

+

Security Profile: |default

deFamlt | Comment |
filel
Max Station Count: 2L | Copy |

Proprietary Extenszions: post—2.9 25 ¥ T
WM Support: disabled ¥
Tarch
Default AF Tx Rate: * bps
Simple Maode
Default Client Tx Rate: ¥ bps=

v| Defanlt Authenticate
v Default Forward
Hide SSID

enabled

wnse s, AT LA F wlan3 WJE T wlanl £ 5.

Wirelesz Tables

Interfaces |Hstreme Dual hAecess List Registration Conneet List Seewrity Frofiles

g == || % O T Scanmer Freg. WUsage Alizoment Wireless Sniffer

Hame Type L2 MTU | Tx Bx T= P... BEx P... |1
el anl Wirelees [Stheras 11H] 2Ea0 0 bps= 0 bp= ] ]
pwland  Wirtual AP 2290 0 bps 0 bps= ] ]

2290 0 bps 0 bp= ] ]

IR AR AT DUAE o B 46 BRI V_wifi 155
802.11ac MHitLE SSID

i MikroTik H#EH! ] hAP ac lite Al hAP ac W3k T 802.11ac MIFE I ATLLEL I 8, ¥ 2.4G #1 5G

XA, k& 802.11bgn A1 802.11ac PN AR T/E. T 802.11ac ¥ 5G M sz yu AR, —MAX
REZERRIE AL, (HASIRAL T S 98, a5 3X 3 80MHz ) MIMO ] LA3E43 1.3G (4 5%, wnRAEMEE N HAE
L 802.11bgn TR kb . RS2 T 802.11n F1 802.11ac AR S %, LA hAP ac F1 hAP ac lite 7E 54k MIMO
{1 X 1)

-89 -

N &% T 802.11n 1 802.11ac KRS, LK hAP ac Fl hAP ac lite 7E 2k MIMO 11X 5

AR 802.11n 802.11ac
R 2.4G, 5G 5G
S OFDM OFDM
fEIET T 20, 40MHz 20, 40, 80MHz
BRI E A 150Mbps (1X1 40MHz) | 433Mbps (1Xx1 80MHz)
Z B AR R 450Mbps (3X3 40MHz) | 1.3Gbps (3x3 80MHz)
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hAP ac MIMO 3X3 3ZfF 450Mbps 3X3 Z#F 1.3Gbps
hAP ac lite MIMO | 2X2 37¥F 300Mbps 1X1 37¥F 433Mbps

ANIAE R P RN H REE R — MR, B4 2.4G (1) 802.11bgn ## 5G [1J 802.11ac, —f% 802.11ac 1]
M HHAS 2 PE (it 2.4G F1 5G MIANBLE, BIPASLELM L4 —A> 2.4G 8i—1> 5G, MENFEMANAER SSID. Hr]
DA B P UG —, B SR B WU — A 6 (9 SSID, 2 /ot L g 3 — A% b, W RSEHANE
FARMEAE TR Y. RZT PR (AR R AL T XU G — s, XA E R it AR TE 5G (55 4
I 802.11ac, 245G {75455 )5, VI3 2.4G () 802.11bgn.

7f RouterOS B LLE B AT, —4> wlanl J& 802.11bgn, —4> wlan2 j& 802.11ac

Wireles=s Tables

Interfaces |Wstreme Dual fecess List BRegistration Conmect List  Seeur

L R =1 ? CAF Seoanner Freq. Usage Alig
Hame Type Tx Bax

3 dhrwlanl Wireless (htheroz ARIS00) 0 bps

3 drwlan? Wireless (htheros ARDGSESE) 0 bps

PR TCLR N 5 TOAS [ BB, 8% G 8 B 0O & —, AR9300 17157 802.11bgn, AR9888 fii 7 802.11ac,
BN BERAE AL R WDS 18357 5K, B a0 2 rstp X WDS TE2kig .

HARRE TR -
H#t N\ bridge )% bridgel

/interface bridge

add name=bridgel protocol-mode=rstp

#EN bridge port ¥ wlan1 fl wlan2 fin A bridgel

/interface bridge port
add bridge=bridgel interface=wlanl
add bridge=bridgel interface=wlan2

fic B %t 2% bridgel ) 1P #uhl, EI4»45 7 (1) 1P bk B

/ip address
add address=192.168.88.1/24 interface=bridgel

G DHCP JIx55, HoE Huhkith:

/ip pool
add name=pooll ranges=192.168.88.2-192.168.88.100

i & DHCP JI 5% F4 1R It

/ip dhcp-server

add address-pool=pooll disabled=no interface=bridgel name=serverl

B E DHCP 454 Bogs H P i O F DNS %548
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/ip dhcp-server network
add dns-server=192.168.88.1 gateway=192.168.88.1 netmask=24

i & DNS JRZ-5% 1P bl F1FF 5 DNS A HufgHT

/ip dns
set servers=61.139.2.69 allow-remote-requests=yes

& nat

/ip firewall nat

add action=masquerade chain=srcnat
TCLR I 245 Il B
P8 oLk e Ay, Al wpalwpa2 MLk #hD, #E AN 1234567890

/interface wireless security-profiles

add mode=dynamic-keys authentication-types=wpa-psk,wpa2-psk
group-ciphers=tkip,aes-ccm name=yus unicast-ciphers=tkip,aes-ccm
wpa-pre-shared-key=1234567890 wpaZ2-pre-shared-key=1234567890

it B T M+, B F T K SSID AR EL 4 yus, ¥ B wds # 3 A dynamic-mesh, wed-default-bridge
;4 bridge1

/interface wireless
set [find default-name=wlanl] ssid=yus band=2ghz-b/g/n disabled=no
frequency=2422 mode=ap-bridge security-profile=yus wds-default-bridge=bridgel

wds-mode=dynamic-mesh

set [find default-name=wlan2] ssid=yus band=5ghz-a/n/ac
channel-width=20/40/80mhz-Ceee disabled=no frequency=5745 mode=ap-bridge
security-profile=yus wds-default-bridge=bridgel wds-mode=dynamic-mesh

PAERCE SERA, imBet o B GRS 5 BoR MR, BilinE % 2% b 5G i) 802.11ac, {33 5G

B9 )E, Ak HaERES] 2.4G 1) 802.11bgn, HUIRIRE M 802.11bgn )#: 3] 802.11ac, 7HFZAK
LA 2356 T ARRE B AR T8 o ORI I I D) 4 0 /2 H 280 1 4 TRE 1
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